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Abstract

Technology has significantly transformed the transmission of
sensitive data in digital networks, making it an integral part of our daily lives.
However, this data, including personal information, financial data, trade
secrets, and virtual certificates, faces increasing threats, necessitating the
implementation of advanced security features to safeguard it, thereby
enhancing trust in electronic data transmissions and preventing forgery.

The proposed technique aims to protect data from unauthorized access
while maintaining its integrity. It uses the Rubik's Cube Encryption method
to encrypt images and generate encryption keys chaotically and randomly.
Logistic Chaotic Encryption enhances security by making decryption
difficult. The data is encrypted through operations similar to those performed
on a Rubik's Cube, such as rotating rows or columns and flipping directions.
The encrypted image is uploaded to a Pinata website, where a URL is
generated and a QR code is created. In the second stage, the QR codes are
used to embed encryption keys securely, hiding the decryption keys. This
strategy ensures the QR code remains readable and appears like original QR
codes while containing hidden keys. QR codes are used for data hiding,
relying on error correction levels to maintain functionality. The Wet Paper
Code (WPC) technique is used, embedding information in specific,
modifiable "dry" positions to prevent affecting the code's fundamental
functionality. The sender is the only one to know this position, making WPC
an efficient and secure method. The maximum embedding capacity within
the error correction level is half the number of error correction codewords,
with a higher value for version 40 in error correction H (9720) bits.

The encryption algorithm's performance was evaluated using various
metrics, including Mean Squared Error (MSE), Peak Signal-to-Noise Ratio
(PSNR), Structural Similarity Index Measure (SSIM), and Bit Error Rate
(BER). The optimal value of MSE was 50,637, indicating significant
differences between the encrypted and original images. The best PSNR was
27.914 dB, lead to structural differences. The Bit Error Rate was 0.501,
indicating significant distortion. Entropy analysis showed a significant
increase in value, close to 8, indicating high randomness in the encrypted
image. This confirms that the encryption eliminated statistical patterns,
enhancing overall security.
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The study assessed the readability of QR codes after embedding using
noise levels of 1%, 2%, 4%, and 6%. QR code versions 7 and 20 showed
high robustness to noise, while version 40 remained readable at 1% and 2%
noise, but significant issues occurred at 4% and 6%, indicating that higher-
density QR codes are more vulnerable to noise.

The QR code's readability was tested under rotation distortions,
confirming that rotation has a less critical effect than high noise levels. The
code's recognition accuracy was analyzed under normal and dim lighting
conditions, with higher levels of darkness causing difficulty in reading.
Reading time increased under these conditions, and the QR code was resized
to various resolutions. Extreme downscaling, combined with noise or
dimming, negatively impacted recognition accuracy. Key sensitivity was
evaluated using NPCR and UACI metrics, demonstrating the strength and
security of the proposed algorithm.
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