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Abstruct
The biggest concerns regarding data transmission are privacy loss and

security breaches. There are several secure methods for transmitting data
over the Internet, including steganography, which involves using
techniques to conceal information within other media in a way that goes
unnoticed, ensuring confidentiality and preventing unauthorized access
during transmission. Cover media that can hide confidential information

include text, audio, images, video, and more.

Images are the most common cover media in information hiding
processes because people generate a considerable number of images daily.
Information hiding techniques classified into two main groups: non-
adaptive techniques and adaptive techniques. This research proposed an
adaptive algorithm for hiding messages in colored images RGB. The
proposed algorithm uses the edge regions in the image to embed data,
reducing tangible visual distortion. The Bit-Plane Complexity
Segmentation (BPCS) algorithm is employed, where edge regions in the
image are detected using the complexity measure a. Subsequently, the

message embedded in the edge regions in the bit levels for RGB channels.

The proposed BPCS (Bit-Plane Complexity Segmentation) method
used in this research modified. The search for the optimal threshold value
conducted based on image data and message size. This determined
threshold value adopted to distinguish between edge regions and non- edge
regions in the most impactful bit planes: the fourth, fifth, sixth, seventh,
and eighth. Another threshold value calculated from these for
distinguishing edge regions from non- edge regions in the less impactful bit
planes: the first, second, and third. Additionally, the first threshold value is
encrypted using the RSA algorithm and hidden within the image along with
the message. Upon retrieval and decryption, the second threshold value

computed from it.



The proposed algorithm implemented in Python and evaluated based
on various factors: Mean Square Error (MSE), Peak Signal to Noise Ratio
(PSNR), and Structural Similarity Index (SSIM) using eleven RGB images
from the USC-SIPI image database, 40 image from internet, and 45 image
from real-world. The results indicate that the algorithm provides high
capability in hiding data in cover images without distorting the quality of
the resulting image, achieving values of (PSNR>40), (MSE<5.34), and
(SSIM>0.9781) for a message size of 14,368,512 bits in an image of size
1920*1080*3. The results also show that the proposed algorithm

outperforms similar methods.



