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Abstract

Abstract

This thesis came to focus on the internal threats presented by cloud services
providers, and to develop a security model that leads to an increase in the
performance of the security information system for organizations. The risk of
unauthorized access can be controlled using encryption and steganography
technologies. An advanced, multi-level security model has been introduced that
includes new ways to encrypt and embed data for the purpose of securely storing
data in the cloud and protecting it from attacks, as well as reducing the cost and
time required for storage. A hybrid encryption method has been proposed and
implemented to encrypt data before storing it in the cloud. The hybrid encryption
method includes three security levels: DNA coding (Deoxyribose Nucleic Acid),
enhanced Vigner code and AES (Advance Encryption Standard) algorithm. Data
security was also enhanced by embedding of data, as new embedding methods
were proposed by adopting the Hash Least Significant Bit (HLSB) algorithm and
by adopting meta-heuristic algorithms (‘“Particle Swarm Optimization”, “Cuckoo
Search algorithm™), Good results were reached.

The implementation of the developed model involves first dividing the data
into several levels according to its importance from the point of view of the data
owner, then determining the process implemented on the data (Encryption/
Encryption & Embedding) depending on the security level required for
confidentiality of the data. To measure the efficiency of the proposed encryption
method applied to text and image, several metrics were used including Encryption
Time, Decryption Time, Throughput and Avalanche Effect. The experiments
showed that the suggested scheme yielded acceptable outcomes. As the metrics
values for the proposed encryption method applied to the text were as follows: the
value of Throughput is equal to (5632 bit/sec), and the value of Avalanche Effect is
equal to (63%) compared to its value using the AES algorithm that was equal to
(59%). The metrics of the proposed encryption method applied to the image are as
follows: Throughput value equal to (7468 bit/sec) and Avalanche Effect value
equal to (63%). These metrics confirmed enhanced security and cloud protection
for data stored in the cloud by improving Throughput and Avalanche Effect.
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To measure the proficiency of the suggested embedding methods, several
metrics were used, including the Histogram, “Peak Signal to Noise Ratio (PSNR)”,
“Mean Square Error (MSE)”, “Normalized Correlation (NC)” and “Bit Error Rate
(BER)”. The expermintes of each suggested embedding method were compared
with the results of other used techniques. The results showed a slight distortion of
the images used as a result of embedding data inside the image, and note this
through the relatively high PSNR results and the few MSE results, where the value
of the PSNR for the proposed hybrid embedding method based on the hybrid
cuckoo search algorithm was (86.8626dB), whereas, the proposed PSNR value for
the embedding method based on the cuckoo search algorithm was equal to
(85.9911dB), while the value of the proposed PSNR for the method of embedding
based on the particle swarm optimization was equal to (86.0031 dB).

To demonstrate the efficiency and resistance to a potential attack, the
proposed embedding methods were exposed to Salt & Pepper attack. The results
showed the efficiency of the method through the NC and BER values obtained.
Google Drive cloud service used within the developed model to implement cloud
storage, whether for normal data, encrypted and images after embedding. To
improve performance, the model allows for the easy development and expansion of
the enterprise information system over time, in addition to the advantages of the
developed model compared to previous studies.

The work was done on a computer with a core i7 processor, running
Windows 10 with Matlab R2014a.



