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Abstract

For a long time, the watermarking scheme to meet image, audio
and video data type security was considered ever-popular, but during the
last several years, ‘“Relational Database” watermarking was really in
mind and understudy. Generally, relational databases differ from
multimedia objects in data characteristics; this is why techniques
developed for watermarking multimedia objects are not applicable for
watermarking relational databases. Multimedia data are highly correlated
unlike the relational databases which comprised of isolated objects
(tuples) that may be usually modified, deleted, or inserted with malign or
even benign intentions. Such operations on relational databases’ tuples
cannot be supported by any of the existing techniques designed for
multimedia watermarking; therefore, an alternative class of watermarking
approaches is needed.

Watermarking implies the embedding of some data in a manner
that it is easily accessible by a user who is authenticated rather than other
users, bearing in mind that the underlying data may experience some
changes as a result of that data embedding. For watermarking relational
database, there are some limitations regarding watermark embedding;
with such a well-designed tabular data structure, the entire database
renders to be useless in case of attributes values are changed, even
minimal alteration can affect data usage. Besides, existing techniques are
so fragile to be utilized for the database data which keeps updating, and
finally the watermark detection are non-blind.

Even though various relational database watermarking approaches
had been suggested, nonetheless, these techniques do not sturdy enough
against malignant attacks that can result in false insertion, modification or
climination leading to data performance and quality deterioration.
Altering the attributes values is the most significant point in
watermarking relational databases and has to be taken into consideration.
If it is not possible to watermark an attribute without affecting its value,
then a watermark must not be inserted. So, with the aim of advancing and
improving existing relational database watermarking techniques, a new
robust and reversible relational database watermarking method based on
DE is suggested by which the relational database data type is treated as



any other data type and embedded as meta data within a multimedia
object (colored image).

By applying the suggested method, the quality of both embedded
and underlying data is guaranteed and better measurements outcomes are
achieved not only after the embedding process of the watermark but also
after experimenting various known types of image watermarking attacks.
Metrics utilized for evaluating the results include: SSIM, PSNR, MSE
and IF. The suggested method shows that these metrices have average
values of: 1, 78, 0 and 1 respectively. Besides, AR and BER metrics
utilized for analyzing to which extent the embedded watermark has been
affected, where the results are 1 and 0 respectively which show that the
embedded data are completely retrieved. Also, the suggested method
succeeds in resisting 7 attacks including: Bilateral Filtering, Histogram
Equalization, Intensity Adjustment, Invert Image, Salt and Pepper Noise,
Gaussian Noise and Sharpening. Metrics utilized for evaluating the
results include: SSIM, PSNR, MSE and IF with still accepted average
values. AR and BER metrics utilized for analyzing to which extent the
embedded watermark has been affected by attacks, where the results
show that, with the first five attacks the embedded data are completely
retrieved with AR value of 1 and BER value of 0, and with the last two
attacks about 25% can be retrieved with AR and BER values close to 1
and O respectively.
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