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Abstract

During the last three decades of globalization, the rapid and
unprecedented economic and technological transformations have contributed to
the further fragmentation and spread of power away from states to other non-state
actors. In addition to the solid and soft power of the State, cyber power has
emerged and has had an impact at the domestic and international levels, leading to
multiple levels of power among actors without limiting it to the State and enabling
more minor actors in international politics to exercise both solid and soft power
through cyberspace. This power resulted in a change in power relations in
international politics. Cybersecurity has become an essential issue on the
international security agenda, fearing that strategic interests of an electronic nature
will be exposed to an international conflict threatening international security.

Because of Israel's early realization of the importance of cyber power,
military, and scientific superiority, it has accelerated to invest considerable wealth
in this area, seeking to be among the five world leaders in cyber power. Israel
demonstrated an increasing motivation in the development of its electronic system
to become one of the first countries to produce and develop the latest electronic
systems, which have not only been used to protect communication systems and
their means. It has utilized it in its military system to become a global role among
the major powers and has its weight at these levels. Moreover, Israel invested a
large part of its budget and security effort to establish the concept of electronic
defense, and the decision to establish the Israeli Cyber Authority has promised
significant progress in the government's handling of the issue of cyber threat, thus
reflecting Israel as a threat to international security.

The study focuses on a fundamental problem: the global techno-
information variables that have emerged in the twenty-first century have become a
clear threat to international security because of the increasing spread of
cyberattacks in cyberspace. The study is based on the premise that, in the twenty-
first century, the international security system faces a range of strategic threats.
Cyber threats are at the forefront of those threats as the world order (international
and non-international) seeks to employ cyber power in their international
interactions. Therefore the more effective the use of cyber power by these actors
in their interactions, the more negatively affects and threatens international
security and then the emergence of new patterns of international conflicts in the
general inability of states to encounter cyber threats, thus transforming these
conflicts from mere maneuvers into real-life wars with the main field of digital
space and the militarization of cyberspace.
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Based on the study's problem and hypothesis, the study is divided into
three main chapters: introduction, results, and conclusions. In the first chapter, the
researcher presents a theoretical, conceptual framework on the cyber threat to
international security. The second chapter is entitled Cyber Threats affecting
international security. Chapter three is titled The Israeli Cyber Threat to
International Security.



