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Abstract

Whoever scrutinizes modern technology today, which he thinks is a
necessity of life, yet this technology, in spite of the great benefits it has
brought to mankind; It was associated with many risks to social interests
and unconventionally on information security, which is nothing more
than the right of every human being to preserve his stored and
combined information using the means of modern technology, that
right, which can only be protected with the presence of several basic
principles on which it is based, comes at the forefront of which is Privacy
that requires the availability of confidentiality and the impermissibility of
accessing it by others except with his consent or in accordance with the
law when necessary, preserving the integrity and integrity of the
information, and the right to exclusivity and possession, and no one
argues that the strongest protection for the right to information security
is the protection provided by the legal penal rules, in both its substantive
aspects. And it has been shown that the crimes that occur on
information security have characteristics that distinguish them from the
crimes that affect rights and freedoms in the rest of the fields. Especially
if it is committed by specialists in the field of informatics and dealing
with software, and it is a transnational crime in most cases due to the
nature of the software The one that constitutes the substance of the
crime is data and waves that are invisible and not easy to control

Usually the perpetrator has a great deal of experience and know-how in
the field of informatics, although some amateurs may succeed in
achieving the criminal outcome at times, and often their criminal activity
stops at the point of attempting the crime, and it is classified under the
category of returning criminals accustomed to committing crimes He
does not repent for such crimes except with difficulty, and he may not
repent. This is because such criminals commit information crimes either
because they are passionate about such a field or because it is an easy
way to obtain material gains, and the reason may be merely defamation
and harm to the owner of the technically integrated information, then
criminal jurisprudence is agreed that information security has become a



vital interest worthy of legal protection, However, they differed in the
nature of that interest between those who said that it is an interest of a
financial nature, and these are the supporters of the traditional trend,
while the supporters of the modern trend went to say the value nature.
Because the combined and technically stored information is of practical
importance and value in the intellectual, commercial and economic

.milieu alike, which is closest to the truth

Objective protection of information security has two forms: the first is to
protect the interests behind the use of modern technology, such as
preserving the right to confidentiality and privacy, the safety and
permanence of information, such as electronic theft, destroying content
and other criminal behaviors, and the second is to combat criminal
behaviors that are based on employing the characteristics that
informatics provide, such as entry and stay. Unauthorized in the
electronic environment, information fraud and the crime of intercepting
mobile information in the information environment, and the latter are
classified within the formal crimes, which do not require the
achievement of the criminal result for the completion of the material
element in it, but merely directing the necessary behaviors of the crime
is sufficient to achieve the crime completely as is the case in the crime of
entry Unauthorized, for example, and most of the crimes that occur in
the information milieu and those in the information environment itself
psychologically need a moral element based on a special criminal intent
in addition to the general intent, and some information crimes are based
.on very simple behaviors and do not require effort

By the perpetrator, such as a crime of breaching privacy whose material

element is achieved once To physically capture the stored or merged
personal information electronically, even if by visual passing from the
screen of the electronic device, how is the situation and the means of
modern technology, software and informatics made much easier for
those who want to penetrate the stored and merged secrets and spy on
them and intercept the information that is exchanged electronically,
especially The codes of state security secrets and the accounts of large



companies and institutions that have a great influence in preserving the

stability of global and local markets, which placed the responsibility of

the relevant international and national authorities to confront these
.violations and not tolerate or reduce their risks

Moreover, the special nature that characterizes the crimes of the
informational medium has been reflected in the recognized principles of
criminal evidence and the discretionary power that the criminal judge
enjoys while he is in the process of assessing the evidence presented to
him in the folds of the criminal case papers, which created an urgent
necessity related to preparing investigative cadres knowledgeable with
details Software, so that the evidence evidence is consistent with the
characteristics dictated by the information and then facilitates the
process and controls these crimes and pursues the perpetrators and
obtain their fair penalty, and that most of the principles used in the
criminal investigation can be applied in the investigation and gathering
evidence, as well as the procedures for investigation and scrutiny of the
evidence obtained, such as inspection and inspection. And experience
and hearing witness testimonies, and the electronic directory has several
characteristics it enjoys as it is of a scientific and technical nature that
cannot be easily disposed of, not to mention that it is a sophisticated
and varied reproducible directory; Because it finds its basis in electronic
media, which is above all intangible evidence, and that the issue of
whether or not the criminal judge accepts electronic evidence is
governed by the nature of the evidence system followed in the judge’s
state, and if the state is one of the countries that follow the free
evidence system that gives the judge absolute powers with regard to
proof The criminal incident that is the subject of the criminal litigation,
so he is not bound by specific evidence on which to base his conviction,
but rather he is free to base his conviction on any legitimate evidence he
deems appropriate. Because the legislator under this system does not
interfere in determining the persuasive valu
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