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Abstract

Wireless Sensors Networks found their way into many
commercial, industrial, and military applications this marked
proliferation has led to a greater attention to protect the security of
these networks.

This thesis, made clear that design security solutions for the
wireless sensors networks is not easy, especially in light of the random
nature of the networks, wireless communications known for its
security gaps, in addition to limited resources. As well as this thesis
described types of attacks that threaten the security of wireless sensors
networks and defensive mechanisms against attacks.

The aim of this thesis is focused on the design and
implementation challenges to localize an embedded security center
into base station nodes which connects WSN to the LabVIEW based
Human Machine Interface (server). The suggested base station
security center consists of three ciphering methods (IDEA, AES &
Scream ) to provide data encryption to the whole path from the WSN
nodes to the server, an HMAC function to provide message integrity
and authentication between the base station and the server, a keys
generation module, and a firewall. Our design takes into account the
"embedded" nature of the base station (UBICOM IP2022 network
processor chip in our case) and their limited resources and suggests
different methods to achieve its goals.

Also, enhancements were added to the LabVIEW based Human
Machine Interface (HMI) server to include all the security solutions
mentioned earlier.

In order to validate the correct of the suggested secured system
practically, a temperature measurement wireless sensor network was
built and tested taking into consideration the diffirent security
solution. the suggested secured system consists of the main parts of
the proposed system; sensor, base station and (Human Machine
Interface), where the sensors send their secure messages about their
status to the master node. The base station collects the information
from sensors and secured it and sends the information gathered to the
(Human Machine Interface) that indicate the status of each node of the
wireless sensor network.
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