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Abstract

The Internet of Things (IoT) has entered all aspects of life at the
present time, which has led to this network being composed of a huge
number of nodes (objects or things). Vehicular Ad hoc Network (VANET)
is one of IoT networks that suffer from several problems, weak connection,
less scalability, less adaptability, less intelligence, and difficult in
management. Software-Define Network (SDN) is considered to be one of
the key solutions to these problems. SDN architecture provides flexibility,
scalability, and programmability. Traditional VANETSs can be efficiently
supplemented with the SDN paradigm, which uses independent planes for
data transmission and control. Integrating the SDN with the VANETS is a
part of the development of intelligent VANETS.

In this thesis, a new simulation model called the [oT-VANET is
suggested with the SDN controller to enhance the speed of communication
between vehicles. This model uses the mininet-IoT simulator. the previous
work used a simulation model called the WiFi-VANET. It uses the mininet-
WiFi simulator. These two models can be evaluated according to the speed
of connection between two vehicles by two ways: In the first way, the
connection between two vehicles depends on Road Side Units (RSU) and
SDN. One vehicle can be connected to another one if they connect with the
same RSU. But if they are connected with different RSU we can use SDN to
make connection between them. In this way, it is used three types of
controllers. They are Ryu (a Japanese word means flow), Python-based
OpenFlow (POX) and central controller.

As demonstrated in the results of first way the RYU controller of SDN
performs better as compared to POX controller in model IoT-VANET.
whereas POX is better in model WiFi-VANET in terms of average delay and
throughput.
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In the second way the connection between two vehicles depends on
GPS. When we evaluated the performance of these two models according
to delay time and throughput. As demonstrated in the results of compare
between two communication (based on RSU and based on GPS) we found
that connection based RSU is better in terms of average delay time in model
[oT-VANET and value is 1.242 msec. whereas that connection-based GPS
is better in terms of average throughput time in model IoT-VANET and value
1s 5.347 Mbps.

The results demonstrate the effectiveness of the proposal in supporting
the increasing demand for connected vehicles, reduction in packet loss, when

compared to the performance of WiFi-VANET model.

Furthermore, In the case of no or low-security, several attacks can
occur that may affect the efficiency and the reliability of the IoT. Privacy
and security are among the significant challenges of the Internet of Things
(IoT). In this thesis, another model is designed which is called
(SDN-MON). the model is used to monitor a scalable heterogeneous network
of IoT. This model uses simulation program (Mininet) and SDN controller
(OpenDaylight (ODL)). The benefit of this model is to prevent unauthorized
people from connecting to [oT. Designed two separated networks by adding
firewall between them. Another benefit is to know which device can’t be

connected to the network.

Finally, IoT is designed by using raspberry pi 4 device. This is
achieved by connection this device with router and displaying and
monitoring all the devices that connected to the router by using ODL
controller. This type of SDN can be display more than one heterogeneous

network in the same time.
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