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Abstract

Countries around the world are witnessing an increasing impact of
the technological revolution on legal and judicial systems in the context
of intellectual, social, economic, and political globalization. This has
created a need to utilize modern technologies, which are inherently
dynamic and continuously evolving. As a result, it has become essential
to reconsider the role of philosophy and engineering beyond their
traditional boundaries in order to understand and analyze the tools of
criminal law. The application of engineering philosophy in the criminal
field is not merely a technical implementation; rather, it represents a

method of criminal investigation and legal reasoning in general.

Given that criminal law is the law of social values and the protection
of conflicting interests, and due to its close relationship with societal
functions, the scientific intersection between engineering and law now
plays a clear role in shaping criminal processes. It contributes to
developing criminal policy and rethinking the types of criminal evidence,
how such evidence is obtained, and the establishment of a methodological
and legal framework for its use in serving both the public interest and the
rights of accused and convicted individuals. This is achieved through
tools that promote public welfare and protect individual rights—such as
the design of surveillance devices that serve as alternatives to traditional
human searches, or the design of a digital prison to replace conventional
incarceration—thereby enhancing criminal justice in a humane way that

keeps pace with modern technological advancements.

One of the most prominent manifestations of modern technology’s
influence on criminal law is the electronic monitoring system, which
many countries around the world have begun to adopt within their

criminal legislation, both procedurally and substantively. These legal



systems have established frameworks governing the use of this system at
all stages of criminal proceedings—from crime detection and evidence
collection, to suspect investigation and detention, and even during the
penal enforcement phase. Various applications have emerged that
reinforce criminal justice at all stages and guide penal policy toward

rationalization.

However, what raises concern is that some countries have started
implementing this system in criminal investigations without a legal
framework that legitimizes its use—as is the case in the Iraqi judiciary,
where the electronic monitoring system is used for crime detection and
evidence collection in the absence of legal provisions regulating it. This
raises doubts about the legality of the criminal evidence obtained through
such procedures, underscoring the urgent need to establish a legal basis
for its use, given its significant role in developing criminal justice,
refining its rules, and guiding criminal policy toward rationalization and

humanization.
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