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ABSTRACT

The communications network of smart grid is a wide area
infrastructure that should assimilate the requirements of various types of
applications. Wireless communications technologies are charming
solutions from the communications network point of view. It upgrades the
conventional power grid into the fashion of smart grid to take the
advantages of handling new applications, exploiting the renewable energy,

minimize the maintenance works, flexibility, and expansion.

This thesis proposes two wireless communications networks
(WCNs) for two case studies to serve the smart grid applications. In the
context of the first case study, this work suggests WCN including
switched-access point (S-AP) devices to address the requirements of real
time protection for the substation automation system (SAS). Furthermore,
this work suggests cybersecurity model consisting of WiFi protected
access 3 (WPA3) and cooperative hybrid intrusion detection system
(CHIDS) based on a new architecture design to provide a robust level of
protection against the threats and lightweight security schemes as possible
to overcome the challenges of system performance requirements. The
results of the first case study indicated that the suggested secured WCN of
electrical substation can handle the real time requirements of protection
from latency and data reliability points of view in the case of basic capacity
of 802.11n standard at the level of 2.75 ms and high received data
reliability up to 99%.

In the second case study, this thesis suggests a self-powered WCN
infrastructure based on WiMAX technology for smart grid applications to



address the features of resilience, expansion, and reliability. The
suggested WCN is enhanced by decentralized data processing based on
edge computing to compensate the various types of smart grid applications
(real time and non-real time applications) such as wide area monitoring
and control (WAMC), distributed energy resources (DER), video
surveillance, metering, tariffs, alarm, and demand side management
(DSM). Furthermore, this work compares among the proposed
infrastructure with two other cases: wireless scenario without edge
computing, and hybrid scenario includes WiIMAX BSs connected to the
control center by cables. The enhanced wireless scenario offers a privilege
compared to other scenarios from latency (about 20ms). In addition, the
current work adopts a robust cybersecurity model for the suggested
wireless network. The results of the second case study explained that, the
wireless scenario based on decentralized processing could handle the
various types of smart grid applications in terms of data reliability,
capacity, and latency. In addition, the ciphering technique of cybersecurity
model never breaks the requirements of real time applications system
performance of smart grid. The analytical approach and OPNET modeler
are chosen by this thesis to design and collect the results of the WCNs

suggested models.
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