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Abstract

With the increasing of using the Internet and the applications that use it, it has
become necessary to use technologies that maintain the confidentiality of data
transmitted over the network. Encryption is one of the most important forms of
maintaining the confidentiality of data sent over the network from one party to the
other. A lightweight block cipher is one of the most important methods used to
achieve this purpose, especially in Internet of Things (IoT) applications. The
robustness of cipher systems depends on the implemented substitution box (S-Box) in
the structure of the cipher system. Therefore, S-Box inputs and outputs are an
important factor in cryptanalysis. Many attacks have been implemented with different
methods to estimate the strength of these systems such as differential and linear
cryptanalysis.

In this thesis, the resistance of some commonly used lightweight block ciphers in
many applications to differential and linear cryptanalysis (DDT and LAT) is tested.
These algorithms were characterized using a 4x4 S-Box. The S-Box of all these
encoders has 4 inputs and 4 outputs.

After the practical application of differential and linear analysis on the selected
algorithms, the tables gave corresponding results in evaluating the resistance of each
algorithm. The results clearly show that TWINE, PRINCE, and KLEIN Lightweight
Block Cipher are more robust than other lightweight block ciphers against linear and
differential cryptanalysis. While the algorithm was GIFT relatively weaker than the
rest of the systems in its resistance to linear and differential analysis.
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