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The Internet of Thing is a technology that allows a huge range of
devices to be connected with each other and capture a big amount of data.
Although the benefits of IoT are large, it faces a great challenge in
providing security. Therefore, the criteria for IoT protection have become
paramount. Security in IoT has drawn growing interest from both
academic and industrial sectors to counter future risks and to provide
effective and safe services.Each technology in the IoT environment has its
limitations, most notably lightweight specifications as IoT components
have limited computation power, the common weak point in IoT that
causes security threats comes from unauthorized devices that perform
various attacks on IoT systems. From this perspective, the main idea
behind this work 1s to use promising technologies Ilike DNA
(Deoxyribonucleic acid) Computing in order to provide a more robust
security backbone for [oT platforms.One of the widespread environments
of the IoT’s is that which relates to patient data taken from sensors within
the healthcare environment. Therefore, this the Internet of Medical Things
(IoMT) environment was chosen for to work on within the thesis.

The proposed system design goes through four subsystems. The first
subsystem represents the extraction of medical data from candidates
(patients) called "nodes" which are monitored by biosensors. At first, the
proposed lightweight authentication is done which in turn produces the
private key for the encryption algorithm. Then the data is encrypted with
the proposed lightweight algorithm based on DNA computation with the
previously generated key. Then it is transferred via MQTT protocol to the
second subsystem represented by the Raspberry Pi device which has an
integrated broker or server and the data is processed and published to the
authorized and subscribed end users (doctors) only (who are authorized
according to a special algorithm) which is an application in Android which
is the fourth subsystem after lightweight authentication between them and
receives the data according to the common axes between them.
Simultaneously, the data is sent and stored in the third subsystem which is
the cloud dedicated to each patient according to a specific and lightweight
authentication. All data collected from patients and doctors is securely
stored on the Firebase cloud where the data is encrypted in DNA format to
maintain data privacy and ensure the security of the healthcare system and
medical privacy. When the patient needs to be warned, the end user
(doctors) sends an encrypted message to the patient's screen which is
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encrypted with a lightweight algorithm with a key generated based on the
DNA properties represented by Short tandem repeat (STR) . In the same
context, a lightweight algorithm was proposed to encrypt X-ray images
patients, which is a lightweight algorithm based on the DNA properties.

The security system including the proposed algorithms, both
authentication algorithms and encryption algorithms, were tested by
several criteria. The experimental results showed that the authentication
protocol proved to be completely secure, and this was proven using the
Automated Validation of Internet Security Protocols (AVISPA) tool for
authentication quality in all subsystems. In addition, the applied AVISPA
tool showed that the proposed authentication protocol is attack proof
against various types of attacks. The proposed algorithms (the proposed
algorithm for patient data encryption in ESP, the STR key-based
algorithm, and the proposed algorithm for X-ray encryption) met the
requirements of lightweight security management in the IoT environment
and met its requirements in terms of scalability, communication, and
storage overhead compared to existing studies, and could operate in a
constrained environment where the power consumption was
(0.2pw,0.5pw,2.1pw)  respectively, the memory consumption was
(900Byte,2500 Byte,5900 Byte ) respectively, and the encryption cost was
(0.28ms,0.12ms,2.13ms ) respectively. Also, a set of other criteria were
passed, including Effect of the Key, Key Space Analysis, Key Sensitivity
Analysis,Avalanch Effect,NIST Protocol Suite , the Throughput was
(258kbps,258kbps,150kbps) respectively, and DNA properties of the
criteria and other criteria.
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