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Abstract

Steganography is considered as the new and the complementary
system of Cryptography that took a long time in transferring secret and
important messages through the networks Internet. Then there was the
emergence of what complements Steganography as a science that analysis
and discover the content of the secret messages and this science is
Steganalysis.

This thesis tackled and manifested the ideas of analysis processes that
can be followed to interpret the secret messages and discovering them
either by means of knowing about their existence only or the capability of
extracting them in full.

The work relied on two important technologies; the first is called the
Support Vector Machine (SVM) and the second is called Fisher Linear
Discriminator (FLD). The SVM technology has been used with the blind
application idea while FLD has been used with the blind and non-blind
application ideas using colored images which are PNG and BMP.

Results proved the high efficiency of the two technologies in
detecting the image that includes the secret messages and comparisons
were varied between the two technologies in terms of the detection rate,
error and the execution time.

Thesis proved that reducing the number of features is very important
in the process of detecting the presence of secret data in terms of the results

accuracy and the execution speed.



Problems treatment concerning the choice of the number and quality
of the features required in the process of analysis, through experiments
that conducting to testing these features and to reach to efficient results.

Where the percentage of detection required for classification of
images using a technique Support Vector Machine (SVM) to (97%),
while using a technique Fisher Linear Discriminator (FLD) and the
percentage reached to (% 80).

In terms of execution time it was 0.04 seconds, which indicates the
speed of the proposed system, with respect to the less Mean Square error

was 0.02 which is extremely low.



