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Abstract

The accelerated and unprecedented technological changes towards the end
of the 20th century and the beginning of the first half of the 21st century have
contributed to an increase in the fragmentation of power, widening of its impact,
and diversification of its actors. In addition to states, these factors extend to non-
state entities. Alongside traditional hard and soft power, the emergence of cyber
power in the realm of international conflicts has introduced a new type of
competitive environment. This new environment involves new tools and weaponry
that significantly impact the nature of conflicts and security threats at all levels:
national, regional, and global. This has led to a shift in the nature of power

dynamics and conflict management in the realm of international politics.

The management of cyber conflicts within cyberspace has become a
pivotal turning point that greatly influences the nature of power and its conflict
management. Strategic interests of a cyber nature now dominate virtual open
conflicts. As a result, many countries have invested vast resources into
developing this environment and its tools to position themselves as global leaders
in cyber power. Using China and Japan as case studies, the study delves into

their growing motivations to enhance their cyber systems. These nations are at

the forefront of those producing and advancing cutting—edge cyber systems.

These systems are not merely used for protecting communication networks, but
also for offensive and defensive purposes, integrating them into their military and

conflict management systems.




The study primarily focuses on the question: How does cyber power

influence global conflict management? To what extent does it drive countries and

other entities to possess the capabilities of cyber power for global conflict
management? The study operates under the assumption that there exists an
inverse relationship between cyber power and cyber conflicts. The more global
entities strive to acquire cyber power, the higher the intensity of cyber competition
and conflict. Moreover, a reverse relationship exists between cyber conflicts and
the management of such conflicts. The more intense cyber conflicts become, the
stronger the drive for global powers to seek new strategies for managing these
conflicts, aiming to control them and gain an advantage. This cycle results in

increased cyber hreats and conflicts.




