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Abstract

The rapid development of networks and the heavy dependence on
them by countries and organizations have raised their exposure to
cyberattacks. Many traditional security systems are available to protect
systems and network resources against cyberattacks, but they operate
separately, leading to fragmented and imprecise evaluation of network
resources' security posture. Thus, more effective defensive solutions are
required. Security Information and Event Management, known as SIEM,
acts as one of the leading security solutions used to increase the information
security level and data protection through centrally managing network
devices. Small and medium organizations rely on open-source SIEM
solutions due to financial and resource limitations. However, open-source
SIEMs face some difficulties, like log analysis complexity and the
probability of alert overloading that reduces the accuracy rate and increases
the number of false alerts. Additionally, SIEM solutions from open-source
platforms do not provide machine learning (ML) capabilities as standard
built-in functionalities. Where ML techniques can assist in connecting events
and identifying attacks to improve any security defense system. These
difficulties increase the workload on cybersecurity teams, which need more
precise and reliable security solutions.

In this thesis, new hybrid security systems called integrated SIEM
systems have been proposed based on the integration between open-source
SIEM with suggested hybrid intelligent models to improve attack detection
accuracy. Implementing the proposed systems includes three phases. The
first phase represents building a virtual network environment that simulate a
real environment using VMware Workstation. Then, Wazuh, an open-source
SIEM platform, is used as a central server to monitor network devices,
collect and analyze logs to detect threats, and perform file integrity
monitoring (FIM) to detect unauthorized file changes. After that, Wazuh is
integrated with IDS tool, namely Suricata, to enhance its ability to detect
threats. In addition, Wazuh's rules have been modified to improve Wazuh's
ability in analyzing logs and classifying the detected threats. Then, many
attacks (DoS, SQL injection, brute force, network scan, and file
modification) are performed against network devices to evaluate Wazuh's
ability to detect threats based on the modified rules. In the second phase, a
new dataset is constructed from historical data collected by Wazuh and
preprocessed for both binary and multiclass classification. Subsequently,



hybrid intelligent models based on feature selection using the mutual
information (MI) method, with or without feature reduction through
Principal component analysis (PCA) or independent component analysis
(ICA), and training and classification using long short term memory
(LSTM), namely (MI-LSTM, MI-PCA-LSTM, and MI-ICA-LSTM) with
various configuration, are suggested and trained on the new dataset and
validated for their effectiveness in accurately classifying attacks and
reducing false alerts for the purpose of deploying them in a real-world
environment. In the third phase, the proposed integrated SIEM systems
based on combining Wazuh SIEM with hybrid intelligent models are
employed for centralized monitoring of network devices to improve the
accuracy and efficiency of attack detection and classification while reducing
false alerts in real time. Therefore, these integrated systems are deployed in
a virtual network environment to evaluate their performance, where real
attacks are conducted against network devices. Consequently, new data
coming into the system from network devices in real-time is classified within
an operational environment.

Experimental results show that Wazuh performs well in detecting
attacks based on the modified rules with a total accuracy of 84.4 percent over
(200) running times of (5) types of attacks. Also, the performance of the
suggested hybrid intelligent models has been evaluated based on the new
dataset collected by Wazuh. The experimental outcomes show that the MI-
PCA-LSTM model with a robust scaler and a batch size of 32 slightly
outperformed the rest of the models for multi-class classification with an
accuracy of 99.68 and a loss of 0.016. In addition, the performance of the
suggested hybrid intelligent models is evaluated using the public dataset,
namely UNSW-NBI15. The experimental outcomes show that the suggested
models (MI-LSTM, MI-PCA-LSTM, MI-ICA-LSTM) achieved better
performance compared to other methods in the literature in terms of accuracy
by 99.64, 99.61, and 99.60 for multiclass classification. In addition, the
experimental results of the proposed integrated SIEM systems show that the
performance is efficient and has the ability to detect and classify attacks in a
real environment with an average detection accuracy of 97.8%. for the
system based on the MI-PCA-LSTM model with a robust scaler and a batch
size of 32, which slightly outperforms the rest of the models in multi-
classification.
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