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Abstract

With the widespread use of the Internet in our time by all segments of society,
especially companies and governments, it was necessary to provide security for
using the Internet after many breaches and access to users' information via the

Internet by malicious hackers.

This message includes working on the application of ethical hacking tools
within a secure environment in a laboratory dedicated to the study and
researchers are not responsible for the unethical use of research tools where the
features and characteristics of the tools of the Quasar Remote Access Trojan

have been applied.

The practical part is concerned with applying the penetration to two parts, the
first of which is within an internal network, using a static IP address, with the
connection of two computers, the first of which is the main server for the
hacking process, and the second computer represents the victim. The victim's
machines remotely, and the extraction of results and the process of detecting
malware in the victim's device by designing and implementing a special
detection program based on the information extracted from the ethical hacking
and using C# language with the necessary libraries for the application.High-
accuracy results and performance of the Trojan horse identification process were

obtained by applying ethical hacking



