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ABSTRACT

In recent years, big data has gained a lot of attention and served as a
catalyst for improvements in data processing, storage, and management.
Because of this, there was a bigger demand than ever for innovative
techniques that can address the changing problems in the big data business.
Besides that, blockchain technology emerged and gained widespread
adoption, completely altering the landscape of data management and
security. However, this technology has several drawbacks, such as
complexity, size, scalability, and security flaws. Existing research suggests
that container technology can help to address these drawbacks. This is
because containerization opens the door for blockchain to be effectively used
in big data applications, hence bringing in a new era of reliable, scalable,
and efficient data management solutions. To overcome these weaknesses,
this thesis introduced the design and development of a Containerized
Blockchain-Based Big Data framework to improve the performance,
robustness, and resiliency of big data systems based on blockchain.

The presented framework is an integrated outcome of three
approaches to ensure service failure recovery, scalable querying techniques,
and resource optimization. The first approach, “Big Data Framework for
Monitoring Real-Time Vehicular Traffic Flow”, ensures fault tolerance and
scalability, making it appropriate for handling massive data volumes
generated by numerous connected vehicles. The second approach,
“Blockchain-Based Framework for Secure Monitoring of Vehicles Traffic
Flow”, ensures data immutability, gains high availability and throughput,
offers full-text search, and reduces latency in big data applications based on
blockchain. Finally, the Containerization: A Key to Robust Execution of
Blockchain-Based Big Data Applications approach, has been developed to
improve resource utilization by combining the two aforementioned
approaches in a synergistic way in order to decrease latency and the
computing power needed to process blocks of data.

The performance of this proposed framework was assessed through
several real-world experiments concerning the management of vehicle flow
data, focusing on key performance metrics. The results showcased a
significant enhancement in system performance, notably in reducing block
creation and search times while boosting transaction throughput.
Specifically, as the number of nodes increased, transaction throughput rose,
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achieving approximately 7500 transactions per second with 10 nodes.
Moreover, the framework managed to validate 50,000 transactions in about
47 seconds. Additionally, it demonstrated an impressive capability to search
through 20,000,000 transactions in merely 13 milliseconds. These findings
underscore the substantial impact of integrating blockchain, big data
processing, and containerization within the proposed framework, markedly
improving processing speed, scalability, and reliability.
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