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ABSTRACT

Digital forensics known as computer or cyber forensics refers to the
process of collecting, preserving, analyzing, and presenting digital evidence
from electronic devices and computer systems for legal or investigative
purposes. This specialized field of forensic science involves the application of
various techniques and methodologies to identify, recover, and examine digital
data to uncover potential evidence of crimes, security breaches, or other
malicious activities..

The primary objective of this thesis is to conduct a comprehensive digital
forensic analysis specifically targeting SQL injection attacks, which are a
prevalent type of web attack. Thesis methodology based on Digital Forensic
Research Workshop (DFRWS) as investigation model to accomplish this, the
research leverages advanced tools and methodologies. During the data
collection phase, two prominent digital forensic tools, namely BHE (Browser
History Examiner) and Disk Drill, are utilized. These tools have earned
recognition for their capability to extract relevant information from various
digital sources, including web browsers and disk drives.

In the analysis stage, an array of Al algorithms is employed. These
algorithms encompass support vector machines (SVM), Naive Bayes (NB),
logistic regression (LR), random forests (RF), decision trees (DT),
convolutional neural networks (CNN), and bidirectional encoder
representations from transformers (BERT). A carefully curated dataset
formatted in SQL v3, containing a total of 30,873 records, serves as the training
data for these algorithms. The achieved accuracy rates of the algorithms are
noteworthy, with SVM achieving 94%, NB achieving 79%, LR and RF
achieving 93%, DT achieving 92%, CNN achieving 96%, and the BERT model
showcasing exceptional accuracy of 99.9%.

The evidence and results are saved and protected using the hash
function SHA256.The thesis culminates in the generation of digital forensic
reports that provide concise and comprehensive summaries of key findings.
These reports focus on critical information such as the attacker's URL, the day
of the month, the most frequent attacks per week, and the exact time of day. To
effectively present and interpret these reports, Tableau tools are employed.
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