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Abstract

Supervisory Control and Data Acquisition (SCADA) is one of
the most important systems in the industrial world and is being used
especially in monitoring and controlling most of the infrastructure
facilities. This is why governments and major industrial companies are
trying to improve and enhance those systems by utilising new
technologies in data transmission among SCADA systems. This kind
of system requires a communication channel that creates the required
connection among hardware components, such as devices and tools,
and the systems components themselves. This research discuss most
of data transmission techniques that are being used by SCADA
systems and will focus specifically on the electricity power stations.
The power line communication (PLC) is considered as a main method
for data transmission in this research for different reasons including
economical solution, easy to apply, the required infrastructure is
already exist among the electrical power stations and the monitoring
stations. Since there is no simulation tool that simulates the PLC
method, the development of a PLC simulator has been carried out
using Linux operating system and Network Simulator-3 (NS-3)
program to achieve a virtual communication channel that simulate a
low and middle voltage power cables. This followed by analysing the
channel factors and examining the effects of impedance changing to
Channel Transfer Function(CTF), received Power Spectrum Density
(PSD) and signal to noise ratio (SNR). Also, a test is carried out to
validate the Carries Sense Multiple Access/Collision Avoidance
(CSMA/CA) method among the created network’s nodes as a data
transmission technique in a noisy medium.
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