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Abstract

After the wide spreard of the Internet use and the circulation of files
between users expanded, information security became one of the important
priorities that must be achieved by means of different systems. Information
encryption comes at the forefront of the techniques used in information
security. Thus, traditional cipher systems appeared, which soon developed
greatly. The traditional cipher methods are still used in many scientific
studies and developmental research with the aim of developing new
substitution and compensation cipher systems and increasing its ability to
confront various attacks.

The traditional encryption methods were subjected to several attacks,
that prompts researchers to develop them and overcome their weaknesses in
front of these attacks. Some researchers used combinations of these methods
to design new encryption systems based on overlapping ideas of traditional
encryption methods. Their use in addition to modern encryption systems aim
to increase the strength of encryption.

This thesis deals with the use of a set of traditional encryption methods
to design a new block cipher system. In which, these methods are mixed with
modern ideas that help to increase the strength of encryption and its ability
to confront some attacks such as frequency analysis, to present a block cipher
system that includes in its design a number of traditional systems in
cryptography, such as (Ceaser, Vigener, Rail Fence), permutation and
substitution ciphers, with some basic concepts in block cipher systems. The
proposed system relied on the chaotic function Tent map for its random
properties to generate a random key string. It used a new method in dealing
with plain text characters in its standard format (A-Z) without converting it
into binary format to reduce programming complexity. This format was used
in building compensation and substitution boxes.

The thesis presented linking the encryption key to the output of the
encryption rounds to obtain a good avalanche effect rate after increasing the
number of the replaced syllables. The percentage of change in the ciphertext
is about (95.8%) when changing one letter of the original text within the
speed of good performance and productivity in the encryption and decryption
processes.
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