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Abstract:

Abstract

The means and methods of fighting in contemporary armed conflicts
have evolved with the technological development taking place in the
military field and the weapons industry, so cyber-attacks that take from
cyberspace have emerged as a new field of war, in addition to a new type
of weapon based on artificial intelligence techniques called autonomous
weapons that have become a preoccupation of society International,
because of the unique characteristics that it enjoys, the most prominent of
which is independence in carrying out its tasks, especially its ability to
choose targets and attack them without interference from the human
element. Countries and international organizations have exerted
unremitting efforts trying to organize them, including the "Tallinn Manual"
related to the application of international law to cyber-attacks, and the
efforts of the International Committee of the Red Cross regarding
autonomous weapons by holding expert meetings for the states parties to
the Convention on Conventional Weapons of 1980 as a result of the
increasing use of modern technologies in conflicts armed.

And due to the absence of legal rules for attacks with modern
technologies, the current legal rules for the principle of proportionality do
not have sufficient capacity to deal with this type of attack, nor can they
accommodate all cases despite the flexibility with which the rules of
proportionality came, which increases the gray areas. resulting from the
use of these technologies in combat operations, therefore, it is necessary to
legislate new legal rules that regulate their uses and ensure the application
of the principle of proportionality to attacks with modern technologies, in
addition to the inability of the current international liability rules to
determine who is responsible for violating the principle of proportionality
when using these technologies, and this This calls for the need to develop
the rules of international responsibility to ensure accountability for every
violation.
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