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Abstract

This thesis suggests and designs new effective network
architectures for IoT systems as a prototype based on SDN
technology. First, the architectures of the SDN were implemented by
using POX and RYU controllers, different network topologies,
different access media and several evaluation methods amongst these
architectures was determined. Then an IoT application was
programmed and integrated with the implemented SDN architectures.
Finally, the performance was compared with identical architectures
programmed in the traditional network. These architectures were

implemented in three environments: virtual, hybrid and real.

For the implemented SDN architectures, the results show
that RYU controller outperforms POX controller in terms of delay and
jitter, especially for small packet size, making it suitable for most loT
systems used for monitoring and controlling low data rate
environments. The best average delay in wired network is 0.123 ps
obtained by implementing Ryu in mesh topology at the packet size of
512 bytes, on the other hand, the worst average delay is 0.209 us
obtained by implementing POX in linear topology at the packet size of
128 bytes. In contrast, when implementing wireless as the access
media the best average delay is 7.2 ms obtained in linear topology at
the packet size of 128 bytes with Ryu. The worst average delay is
about 1 s obtained in the same topology but with POX.

The 1mplemented IoT application programmed using

different IoT protocols (CoAP, MQTT and HTTP) got the best results



when implementing SDN as a network architecture compared to the
identical traditional network configured in our work, especially when
implementing MQTT where the average delay is decreased of about

10 ms in real network.

On the other hand, MQTT provided the best performance
than the other implemented protocols. The average delay in MQTT 1is
the best amongst the other implemented protocols in which got 2.4
ms, 10 ms and 6.2 ms in virtual, hybrid and real networks,
respectively. Our proposed solutions can easily be extended to

accommodate other [oT devices and platforms.
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