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Abstract

Cryptanalysis is a very important field of assessing the security of encryption
algorithms, especially in an era of rapid advancements in computing power.
Regarding information security, it is essential to enhance cryptanalysis
techniques continually. There are many methods and techniques used in
cryptanalysis, including mathematical methods. The problem with the thesis
is that the ability of these methods may be limited in terms of effort and
accuracy of the results, meaning they do not give satisfactory results to the
analyst or the attacker.

Therefore, in this thesis, an artificial intelligence (Al) algorithm is used to
improve the cryptanalysis of block ciphers ( Blowfish algorithm as a case
study). This thesis proposes an intelligent model by using the LSTM
structure as a basic learning layer in the proposed neural network to improve
the analysis of Blowfish cryptography to enhance its security. This proposed
neural network was trained using a dataset created with a size of 1218 KB of
plaintext and ciphertext pairs.

After training, a training accuracy of 0.7076 was obtained, and a training loss
of 1.2941 was considered a satisfactory result. Also four metrics were used
to measure the performance of the smart model using a data set that is not
visible to the model: Accuracy F1 score Recall Precision, the result was 71%.
This thesis provides valuable insights into the application of Al algorithms
for reinforcing the security of block ciphers. Additionally, the results inform
potential enhancements to the Blowfish algorithm, increasing its resilience
against attacks.
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