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ABSTRACT

The digital device systems have been used in different areas of
our life such as industrial, medical, and transportation applications.
Any fault or error occurrence in these systems can change the overall
functionality of the safety-critical application and cause catastrophic

consequences.

In addition, as complexity of these systems increases, it becomes
difficult to find hazardous behaviors through traditional error
detection techniques. To detect different types of errors and eliminate
their effects on the system operation, new approaches of error
detection and verification must be innovated in the system design and

implementation.

One of these methods being employed to solve this issue is called
formal verification which confirms that the system behavior meets the
requirements early in the development process, before moving on to
the implementation phase. As a result, the time and effort of design

engineers will be decreasing, in addition to financial savings.

Our approach in this thesis 1s designing a digital system at a high

level in terms of reliability and making it more dependable.

The first direction of this thesis was proving and verifying the
safety-critical digital system that is compatible with the safety
property, therefore our approach used the Simulink Design Verifier

(SLDV) which is provided by MathWorks Simulink.

The verification model-based design (VMBD) approach in
SLDV need for modeling the digital system and modeling the
property. The property was formulated using Simulink blocks and
truth table block, and because of the capabilities that Simulink



provided, MBD (model based design) of the system can be created
easily.

The second direction focuses on how to make the system more
dependable and work correctly even if a fault occurred during system
operation at running time. The proposed hybrid fault tolerated TMR
(triple module redundancy)technique which was able to detect the
type of fault if permanent or transient, and isolate the failure system
and replace it with an operational spare. The verification simulated
experiments were performed on a computer that has the following
specifications: Intel(R) Core(TM) 17-1065G7 CPU @ 1.30GHz 1.50
GHz processor and 16. GB RAM memory. Finally, the proposed
model-based system was verified and proved that it is compatible with
the required safety properties. Different types of safety properties
were proved during the analysis time which is equal to 12 seconds and

the PreProcessing Time 1s 10 seconds.
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