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ABSTRACT

This thesis was conducted to present the components, types,
methods, and issues related to the e-proctoring systems and discuss their
technologies, features, strengths, and weaknesses to determine the
possibility of designing a safe and effective e-proctoring system against

these 1ssues.

The willingness of international universities and educational
institutions to adopt a remote exams system, the emergencies such as
global pandemics (COVID-19), and the lack of a system capable of
dealing with potential cyber threats and attacks, motivated us to
investigate the possibility of offering an e-proctoring system that
develops solutions to these threats and attacks with high performance.
The problems that will be addressed and solved during the research
journey are cheating, cyber threats and attacks, and system design

problems.

The work 1n this thesis 1s divided into three main topics; system
design issues, cheating issues, and cyber threats and attacks issues. The
system design is represented by the components that the system consists
of, which include the examination room components and the
administration and control components. An automatic e-proctoring
system was proposed, which utilizes webcams, wearable and Internet of
Things (IoT) devices, and Artificial Intelligence (AI) techniques. Two
webcams (one for the examinee's face recognition, and the other for exam

room environment monitoring), one Muse2 headband device for the



examinee's electroencephalogram (EEG) signal recording, and a specially
manufactured examination device are the components of the suggested
examination room. On the other hand, the administration and control side
consists of three servers; Moodle server, Al server, and Monitoring and

Control server.

Furthermore, the integration of Safe Exam Browser (SEB) and
Moodle platform was utilized to prevent cheating. Wireshark and
Registry Changes View programs have been used to observe the
possibility of accessing unauthorized resources on the Internet, opening
programs and applications, or the ability of the examinee to use Windows

tools during the exam.

Besides, an EEG-based cheating detection method using Muse2
headband device was implemented. The dataset was collected from 15
volunteers from the fourth-stage students in the Department of Computer
Engineering / College of Engineering at the University of Mosul.
Convolutional Neural Network (CNN) was used to classify the
examinee's state as ‘“Normal” or “Abnormal”, the abnormal state

indicates the possibility of cheating. The best accuracy obtained was

97.37 %.

Finally, a bulk of solutions was suggested to build a strong
security model that countermeasures most of the potential cyber threats
and attacks. The study concluded that the proposed techniques did not
affect system performance in terms of data rate, throughput and packet

delay with these average values 97 Kb/s, 65KB/s, and 8ms respectively.
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