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Abstract

Nowadays, Internet of Things (IoT) applications have been integrated into
many parts of life to improve performance and save time and effort. The number of

connected devices within the [oT systems may increase continuously and rapidly.

The protocols are used into Internet of Things devices to communicate with
each other. The sensor data is transmitted according to these protocols. These
protocols enable [oT applications to collect, store, process, describe, and analyze
data. This means that managing data via the [oT system will be easy and efficient.
Also, the protocol selection process should be done according to the requirements
of IoT systems which are including low bandwidth, low delay time, data transport
way and quality of service QoS. An Internet of Things (IoT) system has been
proposed to measure human body temperature using two application layer
protocols: HTTP and MQTT. It has been noted that MQTT is a lightweight, open,
and simple protocol designed to be easy to use and implement. These properties
make it excellent for use in the system. The system consists of a NodeMCU
ESP8266 development board connected to the MLX 90614 contactless temperature
sensor as a sensor unit where data is collected for propagation via Wi-Fi to the
gateway using a special subject (capture/temperature) and then to the broker and
cayenne platform as a cloud unit. On the other hand, two MQTT client simulators
have been implemented in Flutter compatible with Android and iOS platforms, the
first MQTT client is used to display and monitor the human temperature. The

second MQTT client is used to manage MQTT connection and QoS selection.

To test the performance and functionality of the system connection,

Wireshark was used. By analyzing the packets, it was found that MQTT has a



header size of 2 bytes (small overhead). It was also found that the data rate when

using QoS2 was higher compared to using QoS1 and QoS0.

A load test was also performed using the MQTTBox program to see if there
was a problem if more than one subscriber tried to access the system. Five cases
were tested and it was found that the system works fine without problems, but
when the number of subscribers increases, the subscriber time of messages
increases. When using mosquito broker, the average subscribed time for one

subscriber equal 11.54 s and for five subscriber equal 18.9788 s.

Two brokers were also used to evaluate the performance of Mosquitto and
HiveMQ. From the results, it was found that Mosquitto was faster at delivering
messages than HiveMQ. When using five subscribers to receive 20 messages, the
average subscribed time for Mosquitto is 18.9788 s and HiveMQ is 21.7780 s. To
implement the HTTP protocol in the system, the ThingSpeak platform was used to
display the temperature. It is found that head size is undefined and is a
heavyweight protocol, and that data is distributed from one device to one device
only and has no QoS method; unlike MQTT protocol which is one to one or more

devices, lightweight and more suitable for IoT system requirements.
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