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Abstract

Information security is an important topic, due to the widespread use
of social media, as the exchange of sensitive information and data between
many parties is relatively simple due to the great development in the Inter-
net and communications. This requires high confidentiality in transmitting
some sensitive information. For this purpose, researchers have sought to
find ways and means. There are a variety of methods that guarantee access

to data with absolute confidentiality. These methods include encryption and

steganography techniques.

Therefore, the research aims to apply encryption and then conceal-
ment techniques in order to maintain the confidentiality of the information.
These steps are carried out by encrypting the digital image based on the
Hill Cipher algorithm and then hiding this resulting image in another image
called the Cover Image using the Least technique. Significant Bit (LSB),
The programming was done using the MATLAB language and applied to
four samples of digital images with the extension (BMP, JPEG, TIFF). The
method was evaluated based on the mean square error (MSE) measure,
maximum signal-to-noise ratio (PSNR), structural similarity measure
(SSIM), The results showed that applying the HillCipher encryption algo-
rithm with the LSB steganography technique achieved high confidentiality,
as the average metrics that were used on a set of digital images before and

after steganography were as follows: Av.MSE equal to (0.261625) and
Av.PSNR equal to (52.7099) and Av.SSIM is equal to (0.97675) .



