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ABSTRACT

The Internet of Things (IoT) has great potential to be adopted by
applications covering several smart domains. IoT applications contain
several components that may need to be deployed in different environments.
Over the past decade, Cloud Computing has grown in importance and usage,
especially for IoT applications' storage and computing needs. However,
developing loT applications based on standard Cloud Computing technology
requires more efficient architecture due to the increased demands for real-
time response and low latency. Furthermore, the growing use of an IoT is
prompting businesses to seek complementary architectural approaches; in
order to minimize the expense of transporting massive data volumes to the
centralized Cloud. Among these approaches is the use of Edge Computing
to process the data at or close to the origin point. On the other hand,
Container virtualization has become the preferred solution for cloud-based
IoT applications due to its execution isolation, portability, lightweight
deployment, and reduced design time compared to hypervisor-based
virtualization. Due to its heterogeneity and infrastructure diversity,
orchestrating an IoT application requires complex configuration and setup
for each [oT environment. [oT applications and their dependencies, in terms
of environments, protocols, and message-brokers, must be described and
configured. Thus, the Topology and Orchestration Specification for Cloud
Applications (TOSCA) standard can be used for distributed IoT application
modeling and automatic provisioning.

In this thesis, TOSCA, Continuous Integration/Continuous
Deployment (CI/CD), and Container-based technologies have been
integrated to systematically describe, design, and develop a Container-based
framework, that is responsible for the instantiation, packaging, and
management of an loT-distributed system to guarantee portability, self-
contained, and reusability, in a flexible scenario. This integration has been
exploited for a comprehensive, portable, and reusable modeling of a real IoT
application for monitoring the ICU (Intensive Care Unit) in Al-Salam-
Hospital, Mosul/Iraq to reduce the required work for manual setting up and
modeling the diversity of its components and dependencies as well as the
heterogeneity of the hosted environments of the ICU monitoring application.
The proposed application has been distributed on different infrastructures:
Data Gateway, Edge, and Cloud. To demonstrate the portability of the



111

proposed IoT system, it was applied on the Amazon Web Services (AWS)
infrastructure and the University of Mosul (UoM) Server, which are used for
IoT data storage, processing, and visualization. In addition, the integration
of TOSCA-runtime environment with Continuous Integration/Continuous
Deployment (CI/CD) has been accomplished to fully automate the
provisioning, orchestration, and deployment of the IoT application over
various heterogeneous environments. This integration has been supported
through the use of GitHub and Docker Hub for maintaining the source code
and Docker images respectively, which directly improve the system’s
portability, and reusability.

The experiments carried out in this thesis proved the efficiency of the
presented work in terms of the automation of provisioning and orchestration,
the flexibility of employing a single and multi-container for the IoT
application, and the portability of applying the work on different
infrastructures.
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