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Abstract

wireless sensor networks (WSNs) have gotten much interest, which
has led to a lot of areas for those applications, from martial applications to
the ecological protection. In the future, WSNs are expected to consist of
many sensor nodes that will communicate over a wireless channel and
perform data processing and distributed sensing tasks for many critical
applications. Using these sensors will increase highway safety, wildlife
survival, and reduce disaster response time. They can also be deployed as
dedicated sensor networks to many applications to provide continuous and
spatially intensive monitoring of ecosystems, biological and anthropogenic.

wireless sensor networks (WSN) is susceptible to various types of
Security risks that can reduce performance of the whole network; Which
can lead to severe issues such as denial of service (DOS) attacks, direct
attacks, etc. Secure key management, authentication, and routing protocols.
WSNs cannot provide security from these types of assaults. However, the
intrusion detection system solves this problem. Network analyzes by
compilation enough amount of data and discover the anomalous behavior
for the sensitive node.

The sensitive nature of the information collected makes security in
these private networks a major concern. Because of the antagonistic feature
of their deployment environments, wireless environment, and the resource-
limiting nature of the small sensors used in such networks, security poses
more serious challenges compared to traditional networks. As attacks on
any part of the hardware or software may lead to severe damage to these
networks. Attackers can gain access to the nodes and extract all
confidential information. They can also discard or modify the data.
Attackers can also target routing information that could mislead network
traffic.

Thesis analyzes challenges, key security issues, and security breaches

in wireless sensor networks based on analysis of low energy adaptive

A



cluster hierarchy (Leach), a block-based routing protocol by changing the
number of groups to monitor the impact on sensor network performance on
the one hand network life with dissipation. Power and the amount of data
arriving at the base station.

A scheme was defined to collect and then process data to produce 22
features. It is named WSN-DS. The support vector machine (SVM) has
been trained on the dataset to discover two different types of DOS attack
which are black hole attack and sink attack. results showed that WSN-DS
improve the ability of IDS to achieve a higher classification accuracy rate.
The accuracy of classifying attacks was 100%, and 98% and 98% for

normal, black hole and sink attacks.



