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Abstract

This study aimed to test a model that explains the impact of some
factors that enhanced information security culture. The factors included
in the study model were selected based on management literature,
specifically information systems, organizational theory, and
organizational behavior.

The factors influencing information security culture were
categorized into three groups: organizational factors (including
organizational culture, top management support, and social learning);
information security policy factors (including policy implementation,
policy maintenance, and policy effectiveness); and user-related factors
(including user involvement and user training).

Information security culture measured using three sub-dimensions:
security awareness, information security compliance, and security
ownership (responsibility). To achieve the study's objective, a survey
analytical approach was adopted.

Data were collected using a questionnaire designed based on
existing international scales that measure the factors included in the study
model.

The study conducted at the Nineveh Directorate of Intelligence and
Anti-Terrorism, with a sample of 281 employees from this directorate.
Structural equation modeling was used to test the study model. The
testing was conducted in two steps: the first step was testing the
measurement models of the study variables, and the second step involved
testing the structural model (relationships) of the study.

The results showed a significant impact of organizational factors,
information security policy factors, and user-related factors on
information security culture. Among the organizational factors,
organizational culture had the greatest impact; among the information
security policy factors, maintaining information security was the most
influential; and among the user-related factors, user involvement had the
greatest impact.

Keywords: Organizational factors, information security policies,
beneficiary, information security culture, Nineveh Intelligence and
Counter-Terrorism Directorate (the beneficiary of the study).
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ABSTRACT

This study aimed to test a model that explains the impact of some factors
that enhanced information security culture. The factors included in the study
model were selected based on management literature, specifically information
systems, organizational theory, and organizational behavior.

The factors influencing information security culture were categorized into
three groups: organizational factors (including organizational culture, top
management support, and social learning); information security policy factors
(including policy implementation, policy maintenance, and policy effectiveness);
and user-related factors (including user involvement and user training).

Information security culture measured using three sub-dimensions:
security awareness, information security compliance, and security ownership
(responsibility). To achieve the study's objective, a survey analytical approach
was adopted.

Data were collected using a questionnaire designed based on existing
international scales that measure the factors included in the study model.

The study conducted at the Nineveh Directorate of Intelligence and Anti-
Terrorism, with a sample of 281 employees from this directorate. Structural
equation modeling was used to test the study model. The testing was conducted in
two steps: the first step was testing the measurement models of the study
variables, and the second step involved testing the structural model
(relationships) of the study.

The results showed a significant impact of organizational factors, information
security policy factors, and user-related factors on information security culture.
Among the organizational factors, organizational culture had the greatest impact;
among the information security policy factors, maintaining information security
was the most influential; and among the user-related factors, user involvement
had the greatest impact.
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