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Abstract

The connected digital information network is an integral part of our daily
activities. Every day we add, store, process and share a large amount of
electronic data. This information is always very important, sensitive and secret,
and therefore disclosure of this information represents a great risk.
Cybersecurity is the comprehensive security system to protect the digital
information network (in communication networks, operating systems and
databases) from all kinds of cyber-attacks. To support and improve the
cybersecurity system, Machine Learning techniques are used, which can learn
on its own to detect and prevent cyber threats and attacks.

In this thesis, ML algorithms and DL models are used to support
cybersecurity to detect and classify Android malware by monitoring network
traffic. The proposed techniques were designed in six phases. In the first phase,
data acquisition and feature extraction are done from real-world dataset
CICAndMal2017. In the second phase, these data were analyzed and data
preprocessing techniques were applied, which includes handling samples with
null values, deleting features with low variance values, and data normalization.

In the third phase, two feature selection techniques (Univariant selection
and Select from model) were used to select the best number of features within
the total feature set. In the fourth phase, the data was shuffled and split into
training, validation, and testing samples through two different experiments.
Then, six ML algorithms were used for malware detection, which were trained
on samples extracted from previous processes and on different numbers of
features.

In the fifth phase, after the malware detection process, two DL models
(MLP and LSTM) were designed and used to classify these malwares into four
classes. In the last phase, the proposed detection and classification techniques
were evaluated using several performance metrics. Malware detection

techniques have achieved a detection accuracy about 99%, and malware



classification techniques have achieved a classification accuracy about 96% in

detecting and classifying four types of malwares.
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