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Abstract

The development taking place in our world today includes all
aspects of life, especially multimedia, and makes dealing with images and
information directly and quickly. Nowadays, reliance on images has
increased because they are direct and their content can be easily understood
without the need to translate them from one language to another. Thanks to
the progress made in the field of digital photography, the information that
can be obtained from digital images has increased, as well as the process of
manipulating images has become an easy and professional process through
many editing programs. . Verifying the authenticity of digital images has
become so important that the need for fraud detection techniques has

increased.

The thesis aims to design a computer system to detect Tamper in
digital images that has the ability to deal with various types of image
formats and obtain the best accuracy in detecting Tamper, locating Tamper
in digital images, and overcoming weaknesses in previous Tamper
detection systems.

In this message, a digital image Tamper detection system was built
using two databases (CASIA V 0.1, CASIA V 0.2) obtained from the sober
official Kaggle website, programmed using Python 3.7 through the use of
two detection techniques. Counterfeiting The first technique includes
traditional techniques for detecting Tamper in digital images, The CASIA
V 0.1 database was relied upon, with an accuracy of 55% detection with
SVM vector support machine classifier While the detection accuracy
reached 41% with the RF random forest classifier, Therefore, the second
technique has been used based on deep learning methods because it plays
an effective role in all fields of computer vision, especially in the process
of detecting fraud in digital images. As it was merged into the machine
learning and deep learning methods, both the feature extraction and
classification stage, due to its ability to learn automatically, as it was found
that the methods based on deep learning give more accurate results than the
traditional methods. Therefore, the system was built using techniques based
on deep learning, where two strategies were used. In the first strategy, the
convolutional neural network (CNN) was built from scratch. When
applying The first strategy on the CASIA V0.1 database reached a
detection accuracy of 97% based on the test data, and when using the
CASIA V 0.2 database, the strategy achieved a detection accuracy of 99%.



In the second strategy for detection techniques based on deep
learning, , the VGG16 network model was used. In the classification stage,
two classifiers were used (SVM classifier and RF random forest classifier).
When applying the second strategy on CASIA V0.1 database, the detection
accuracy reached 92% with the SVM classifier, while the detection
accuracy reached 89% with the RF random forest classifier. The second
strategy was also applied to the CASIA V 0.2 database. The detection
accuracy reached 94% with the SVM classifier, while the detection
accuracy reached 92% with the RF random forest classifier.



