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Abstract

Abstract

Consumption has become a clear phenomenon in contemporary
societies, as a result of scientific technological development and the
electronic means that it includes, which in turn led to an increase in
industrial production and the abundance of goods and services beyond
place and shortened. Time, effort, and expenses, whether in the processes
of supplying goods and services or trading them in paying their prices,
and this accompanies the consumer’s transformation to satisfy his needs
by using these means, whether they are necessary or luxury, but he may
be exposed to crimes at all stages of electronic contracting.

The term “electronic consumer” appeared in light of this scientific
and technological renaissance, where the description gained from the
environment in which the contract is made, and electronic means became
a commercial space competing for markets and stores in the material
world, through which users of these means can meet their needs, e-
commerce may take place between institutions Or individuals, or between
an institution and an individual, which is the focus of the study.

Legislation seeks to protect the electronic consumer as the weak
party in the contractual relationship in terms of economic and technical
expertise, when the rules of law in its other branches are not sufficient to
provide protection, the criminal law intervenes with its deterrent
properties and the rules of criminalization and punishment as a tool of the
legislator to achieve the desired targets .

The law is the regulatory tool in the hands of the legislator
through which he intends to achieve the protection of interests within the
framework of criminal legitimacy within the framework of
proportionality between criminalization and punishment. The legislator
must criminalize through the legislated legal base, because of its essential
role in the Penal Code, Because in protecting these interests in order to
achieve order, stability and progress in society, these interests may be
individual or collective, because every crime constitutes an attack on an
interest, the legislator assessed its importance, so he bestowed on it his
criminal protection, and so far, the Iraqi legislator has not enacted a law
to combat cybercrime Combating crimes is carried out according to
general rules, which are unable to confront the new forms of crimes.
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Abstract

In order to understand the subject of the study, we divided it into
three chapters. In the first chapter, we dealt with the definition of the
electronic consumer in three sections. In the first section, we explained
the concept of the electronic consumer, the elements and characteristics
of electronic consumption and distinguishing the consumer from what is
suspected, and in the second section of this chapter we studied the legal
basis The international and national protection of the electronic consumer
from the crimes that may fall upon him. As for the third topic, it came to
clarify the objectives of the legislator in combating these crimes and the
justifications that require his intervention in order to protect the interests
and rights of the electronic consumer.

In the second chapter, we discussed the crimes that fall on
electronic consumer documents, as these documents are considered
among the issues of his personal rights and freedoms, whose protection at
the same time is one of the legally established principles, through three
investigations. In the second topic, we discussed the crimes that occur on
the electronic signature and document of the consumer, and in the third
section, the crimes that occur on the electronic payment cards for the
consumer.

As for the third chapter, we studied crimes against electronic
consumer trust, as combating these crimes that fall on trust is a necessity
in order to protect trust in transactions, maintain their stability and
achieve legal, economic and social security, in three sections. The
electronic consumer, with the damage or risks it causes to the electronic
consumer, and we explained in it the relevant details, and in the second
section we dealt with the crimes of misleading electronic advertisements
on the electronic consumer, which included a set of vocabulary that we
dealt with as much as it relates to the subject of the study, and in the third
section we showed the crimes of fraud The e-mail on the consumer,
including the vocabulary related to the subject.

These chapters were preceded by an introduction that included an
idea of the subject, its importance, problems and scope, then we ended
the study with a conclusion that included the most important conclusions
and suggestions that were reached.
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