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Abstract

The enormous growth of the internet and the variety of its application
and the variation in the needs of those applications resulted in the great
interest in the recent years in the Quality of Service, which present the
bandwidth in order to get the best service. Since it must meet the quality of
service in all circumstances, another challenge has emerged which
represents a hindrance to achieve the quality of service and this challenge
was represented by the emergence of some types of DoS that aim at
exhausting the bandwidth and eventually violating the agreements of the
quality of service and the deterioration of the service offered to the user.

In this research a system was constructed to achieve the quality of
service depending on the Diffserv technology, as the bandwidth is
distributed on the various applications according to the specifications and
the requirements of the application giving the priority to certain
applications as well as providing protection to them from the DoS attacks.
The model of Anomaly Detection was adopted to detect the attack and then
prohibiting the attack detected by means of dropping the attack flow. A
network environment was built up which represent a small model of the
internet and the proposed system was executed using C programming
language on Linux platform, on the fourth version of internet protocol [Pv4
of the protocol set known as TCP/IP.

A group of scientific tests were conducted to test the designed
program efficiency. The system prove efficiency in improving the quality
of service for the applications with critical requirements through measuring
a set of factors that affect the quality of service and the efficiency degree of
halting the DoS attack manifested by means of the available bandwidth
and eventually preserving the bandwidth in the cases of such attacks. In
addition to that it was clear that there is a good improvement in the quality

of service for the various applications used when confronting the attacks.



