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[ Abstract

Steganography is the science/art of hiding information in a way that
must not draw attention to the message hidden in the transmitted media, if
a suspicion is raised then the purpose of steganography is defeated. then
appeared its counterpart, Steganalysis, which aims to suspect and analyze

the transmitted media to decide wither it contain an embedded data or not.

Here in this thesis we depend on a one-class support vector
machines (OC-SVM) which has been trained on only one class of images
which is the clean images class with the aim that the trained classifier can

classify new reviews to their correct class i.e. clean or stego class.

Training a classifier on only one class (clean images class) turned
to be hard work and required long execution time since classifier
parameters tuning, data separation to train and test data based on seed

value and model evaluation needed to be done manually.

Using python as a programing language and SciKit-Learn as a
machine learning library the classification results have been very good in
managing to decide whether an input image is clean or stego image, The
results for the personal dataset in detection of clean images was (74.2%)
and for the stego images it was (88.88%), as for the (CALTECH Dataset)
the detection percentage of images without embedded data was (71.9%)
and it was (74.66%) for images with embedding, finally the (BOSS Base
dataset) detection of clean images was (91.55%) and the detection of stego

images was (73%).



The detection ratio for the clean images was calculated by finding
the percentage of the clean test data that was classified correctly as clean
by the classifier, as for the limited number of the stego test data the
percentage of the images that was correctly classified as stego was

calculated for all embedding sizes (1KB, 2KB, 3KB, 25KB,50KB).



