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Abstract

The study sheds light on the challenges and conceptual and legal problems
related to this phenomenon, based on the absence of a unified definition of
cyber terrorism, due to conflicting international interests and ideologies. In
addition to explaining the difference between the crime of cyber terrorism
and ordinary cybercrime, relying on the criminal intent officer and the
intent of the targets, the study also goes into detail in explaining the
shortcomings resulting from the International Criminal Court and the Rome
Statute of the International Criminal Court in including this type of crime,
while demonstrating the relative effectiveness of international and regional
agreements (such as the Budapest Convention and the Arab Convention
against Information Technology Crimes) in curbing cyber attacks that have
become a source of threat to international security as a whole, and a threat
to the infrastructure of all countries.

This study reviews “the effectiveness of international and regional
mechanisms in confronting cyber terrorism,” as it represents one of the
most prominent contemporary cross-border security challenges. The study
aims to diagnose and analyze the roles and tasks exercised by global and
regional organizations, by focusing on the efforts of United Nations bodies
and their global strategies to combat electronic terrorism, in addition to the
executive and technical role of specialized organizations such as (Interpol
and the United Nations Telecommunications Union). The study also
addressed models of regional blocs such as the security and judicial
alliances of the European Union (Europol and Eurojust) and the League of
Arab States. The research relied on dismantling legislative texts and
resolutions of the Security Council and the General Assembly.
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