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Abstract

The great development in information and communication systems
has led to a dynamic change in the business environment, where
commercial transactions have shifted from cash to electronic transactions,
and the global spread of the Internet has contributed to facilitating
electronic commerce, and thus the global trade environment has shifted
from traditional paper financial transactions to electronic payment systems
(Electronic Payment). System EPS).

Electronic payment is the process of buying and selling goods,
merchandise, or services electronically without using paper cash. This
process is carried out following laws that guarantee the confidentiality and
privacy of buying and selling operations. With the increase in the use of
electronic payment via the Internet, many frauds have appeared on those
systems by exploiting Some loopholes and weaknesses.

Electronic payment methods include the use of different protocols that
will raise the level of security for these methods, and the electronic
payment system (Europay, Mastercard, and Visacard EMV) is one of the
most important and widespread systems among users in most countries of
the world.

This thesis presents a comprehensive study of the payment system
(EMV) by identifying its mechanism of action, as well as security gaps and
risks to which this system is exposed.

In the end, a proposed method was presented to improve the security
of the EMV payment system and to address many of the security risks that
this system may be exposed to.

The proposed method includes the use of biometrics selected as a new
method to increase the security and efficiency of the EMV payment
system, The use of the Personal Identification Number PIN is no longer

secure in the face of many different attacks against the EMV-based



payment system, intending to achieve a high level In terms of security, the
proposed method used a new authentication mechanism based on the
cardholder’s biometrics and encoding it in a certain way with the PIN, so
the user can enter four different PIN codes that lead to the use of the same
biometrics so that more randomness is added to the PIN code to raise The
security level of the EMV payment system.

The use of a composite PIN (7 Digits) which depends on the basic PIN
(4 Digits) and the biometrics used and the sequence of their entry provides
two levels of protection for the EMV payment system, the first must be the
online payment process, and the second is a random composite PIN, thus
Raising the level of security by eliminating the many attacks that the EMV

payment system can be exposed to.



