Juaasall daala

Laurigl) A4

Plddeiily IDS adilail) il Ui Quinoually duil ya

pYea

i) e o 351960

LTV CV R JRRVSE

o Al sl g
Tl gl Antigl psle

iy
sodaadl
Ofuld Gl ey

w 1§



udlall
oaladl seds ) Al el ULl ans 2l il algll sadll s
Bse A Jsaal e cpiall Cpandivea) ey ULl &y sl ) G shagy Cpliliia
S hlle o Cdle AT it a8y LAl S A dagig 3 e
Distributed Denial of Service attack assa i Jaall (o i all dain

Ll Ll spmal) Jel) Qlaaal i, 385« (DDOS)

sliys ananad ) ggpual) 138 Caagys eJibai (i€ Aakal Y dalall Cijels lin (g
Cada Al aladiuly gl el ) Ly clilaial) cilaas i€y (Jika CaiS ol
Abaall Cadsy o583 Al Recursive Feature Elimination (RFE) 3y Siall byl
G a2 La) ofadll o 8l ) g sdhall Joashs ectlaall o 20 B o2 ) )
t b LS A ¥ Leelsil gl CaliIAEIS (€5 8300 41 §same (3o Ciljaall
Glaagd 33)13 ¢ (probe g5 (1w asned 5514)15 ¢ (DOS g5 (10 asned 830) 12
. (U2R User to root “laagd 33)11 « (R2L Remote to Local

il Glily) ofie sana (e <5 Al NSL-KDD dataset <ilily Cawadiulg

Lz agail) 3ol HLaAY (Llaayl,

el Aad latily QAN By Ara) )l sd) AN alat e lsd aladinly 2 3 sall o
ahaind o ) g g il Jhags 5z dgail S LAY hLEAY) (e A gene cuysaly

casanaill ¢)al 3 st jedas RFE 3) Saall el Coda g5k



Abstract

The massive growth of the Internet and the increase in the volume
of data sent and received have led to the emergence of intruders who aim
to steal data and prevent real users from accessing a particular site, where
they target the giants and companies may lose millions or billions of
dollars as a result of downtime due to DDoS attack. Small business owner
can lose a lot ,hence this led to the need of intrusion detection systems
The project aims to design and build an intrusion detection system, which
detects intruder attacks and classifies them into four types of attacks by

using the Recursive Feature Elimination (RFE) method.

By deleting features until the lowest number of features are used, the
project concluded that it is possible to select a number of features from a
total of 41 features that are sufficient to detect attacks as follows 12 featur
es for a DOS attack, 15 for a probe attack, 13 for R2L attacks , 11 feature
for U2R attacks.

NSL-KDD dataset data set training and test data were used to test the
efficiency of the model.

The model was constructed using a machine learning algorithm (decision

tree algorithm) in Python and a set of tests were conducted to test the
model's efficiency.
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