ealad) Canll g Alad) axlesll 3 ) 39
Juarsal) Gaala
a5 o gulal) a gle 4418
e ) and

Aaie YU Al cilace jal) GELEIS) ¢ Jalas
dpusal) dusnigl) o

Jadia Al
Jagall dnala B by g il pgle WS Galaa
(2 st fieala Balgd Jad cldlalia (g £ JasS
il !

S (s
il Jeland il 38 2L

d‘ﬂ\..\

O aila a S 3

eY~YY A VE€¢



pa-liaiunl)

D) s gl agle b Lty sy (el a1 i) 588 sl

Clana 3ad llalh Loyt g 4yl Slasbeall 2y g JLEaYIS 5Y) 58 G Lealll ALy
Slocngall Ll Jo Wl g Ui ) Sia <8 Lgie §OLY1 g 5 A0 lall laa il
Aiprall el ¥ gl ilasasgall 838 Lggalss A sl cal aatg callall sladl gaen 3 S0
bt Jlae 8 Alaal) sl iy 289 c)lall gl o2 iy el Aa) alawn WY Yy
Syl Jilal cilil) (il (e 4 A aall Aanighl Sl G i)y 5)lall Sl

.5ylal)

Blall sl GL)g Jidaal 0] 355 e e AL pl) Cangh epsamsall ZoaaYs

a gy Bl Cliaasal) Julat clgdl Gmas aladial e Tt (Bual) dwnigh e alaeYU
Sl Biaall pailadl) 2)atuly Slimayd) sds sl agh M CGiagh ) (el daigl) il
Sbaasd) e (2)5 Hloall Slaanll (e die (20) o SLaSYly Julatl dilee cupaly L lgie
EDly zalatll sda e clsal) caideg (dalide (alss e gt Jlse (8) Lo dejse Baseal)
5 oSealially Sl o8 Qatl lpal I il 8 cant ¢ Jilasll e 35k
B2V okt 2 A Akylally ¢ aainall Jlaill A ylal dr oSal) A wxigll clgal cilext ) Al
Lo i dall Callaly Jlsall ae Leiijlae o5 ey dilaill dlee (e palsdd) D0 uly cds jidall
sesg - en 58 Vgl alin 4i i€ o Cilall lajgla 13) e 3a i L e Jyaaal
& Dl bases e (3) 5la due (18) o) i) & due (22) Lo dajiall 581 Gadss

% 91 ) gy cileagy 8aY) il s
Ealall i) il laag il AnilSa S5 (555 g il ddee G gl
Aadle 3)lls lcall ) Cileas GLESY da DU Clleally 48 paally



Ministry of Higher Education and
Scientific Research
University of Mosul
College of Computer Science and
Mathematics
Department of Software

Malicious Software Analysis and Detection
Depend on Reverse Engineering

A Thesis Submitted to the Council of the College of
Computer Science and Mathematics
University of Mosul
as a Partial Fulfillment of Requirements
for the Degree of Master of Science
in Software

By
Maher Fakhrulddin Ismael Jasem

Supervised by

Assist. Prof .Dr. Karam Hatim Thanon

2022 A.D. 1444 A.H.



Abstract

In recent years, cyber security has gained a major role in computer science
due to the huge damage caused by the spread of malware, such as: fraud, theft of
confidential information, and others. Therefore, malware attacks are a huge and
frequently reported problem, which negatively affects the productivity of
organizations and companies all over the world. The most important challenges
faced by these institutions are that they do not have the knowledge or the
willingness to analyze and detect these malicious programs. Previous studies in
the field of malware analysis and discovery have shown that reverse engineering
techniques are one of the best techniques for malware analysis.

Because of the importance of the topic, the thesis presented the design and
implementation of a tool for analyzing and detecting malware based on reverse
engineering, as well as the use of some malware analysis tools by reverse
engineering techniques, which aim to understand the behavior of this software
and extract the distinctive characteristics to detect it. The analysis and detection
process was conducted on (20) samples of malicious software and (2) of benign
software distributed over (8) families that contain different properties. The tools
were applied to these models with three methods of analysis. The first method
uses basic static and dynamic analysis tools. In the second, the reverse
engineering tools were used for the advanced analysis method, and the last
method was the application of the proposed tool, extracting the features from the
analysis process and then comparing them with the suspicious functions and
libraries to obtain a percentage that represents a threshold limit. If the file exceeds
it, it is detected as a malicious program, otherwise it is benign. After applying the
proposed tool on (22) samples, it was discovered that (18) malware samples and
(3) benign samples. Finally, the results of the tool were evaluated, and its
accuracy reached (91%).

It was concluded that the analysis process provides insights for antivirus
companies, incident response teams, and digital investigation professionals to
stop hackers in their tracks and equips cybersecurity professionals with the
knowledge and skills to detect and respond to malware attacks.



