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Abstract

Information security is a very important issue in the transmission of Information and any loss
or threat in the transfer of information will be a great loss in the process of sending information
since we have important data (passport Information) will be encryption technology plays a

major role in information security systems.

In this paper we present a suggested method to improve Highest Security Lightweight Block
Cipher Algorithm (HISEC) to encrypt electronic passport data because we need high security
to maintain this information as personal information. Lightweight Block Cipher Algorithm

have been accepted to operate in a restricted environment (e-passport, smart card, etc.).

In this paper, we propose to introduce a proposed algorithm to enhance and improve the
HISEC algorithm by introducing the concept of key dependent S-box. In this proposal, we
plan to generate a more secure code block and solve the problem of the fixed structure of the
used S-box. The algorithm is generally the cost factor, speed and security and ultimately the
examples will be compared through the use of the HISEC algorithm before and after
improvement and come to conclusions that benefit the research community and designers in
obtaining safety in the first place and cost second and speed third in lightweight block cipher
algorithms.. The main findings can be summarized as follows: In terms of cost factor, the
improved HISEC algorithm requires (1704.76) GE, while the HISEC algorithm before
optimization requires (1694.08) GE, and on the one hand the speed factor, the improved
HISEC algorithm takes (3,0925) Mili seconds More compared to the HISEC pre-optimization
algorithm that takes (2,9424) Mili seconds when encrypting the same data and the same key,
in terms of safety factor, the improved HISEC algorithm has achieved more randomness than

the HISEC algorithm prior to optimization because it depends on the concept of key



dependence in the selection S-box , which in turn is not affected by linear cryptanalysis attacks
Analysis of Differential cipher (Differential Cryptanalysis) where random achieved in
Avalanche Test since the first session, reaching examination value (0.53125), while HISEC
algorithm optimization achieved by random at the third session where the total value of the

examination (0.0625).



