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Abstract

The revolutionary advancement and development of deepfake
technology has led to the emergence of a new era of dazzling and anxiety in
the world of digital media. Deepfake, that fed by advanced algorithms of
machine learning have showed a surpassing ability in manipulating and
fabricating digital content, so that the differences between the real and the
fake ones faded away. As these fabricated media techniques progressed, the
possibility for using them as a mean for fraud and cheating has increased and
this may cause a harm to many people.

In response to the raising menace, several researches and studies
have been made to understand how deepfake works and how to detect these
generated fake medias. In this thesis, a new model for fake video detection
has been considered, named as Video Audio Deepfake Detection (VADD).
The model took advantages of the visual and audial features of the video,
based on the consideration that a well-fabricated video should be
manipulated in both visual and audial aspects.

VADD works as on two major strategies, Unimodal: two separated
models were designed for checking videos based on their visual and audial
features separately. Multimodal: the two separated unimodals were
combined together to produce a single video audio multimodal for deepfake
detection, enabling checking the video through both visual and audial
features.

First of all, each video was braked into 10, 20, and 30 frames with
0, 1, and 3 intervals between frames. Faces were detected using MTCNN
algorithm. Facial features were extracted using either of two models:
FaceNet+PCA+HeadPose estimation,

VGGFace+PCA+HeadPose estimation,
while the audio features were extracted using the mel-frequency cepstral
coefficients (MFCC) machine learning function.

The models are trained on two types of datasets. These datasets
are: FaceForensics++(FF++), which contains 1000 real and 1000 fake of
silent videos, and FakeAVCeleb which contains 500 real and 500 fake of
speaking videos.

In all cases, a LazyClassifier was used to determine whether the
video was fake or not. The best obtained accuracy values were: 0.9309462
for the Visual model using VGGFace+PCA+HeadPose estimation applied
on 20 frames per video with 1_interval taken between frames extracted from



the FF++ dataset and 0.86 on the FakeAVCeleb dataset. 0.9949748 for the
Audial model using the MFCC function with 60 features per audio.
0.9698492 for multimodal applied on the FakeAVCeleb dataset. The

combination of the audial and visual models in a single multimodal enhances
the overall deepfake detection accuracy.
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