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ABSTRACT

Digital systems are increasingly being used in safety-critical computer
systems. These systems typically require high levels of reliability, safety,
and performance to ensure the correct operation of the critical application
in which the digital systems are embedded. To achieve the safety and
functional objectives, many hardware-based digital systems that are built
based on fault tolerance techniques, field-programmable-gate-arrays

(FPGAs), and reliability analysis were proposed.

In this research, a new dependable hardware-based digital system
(DeDS) that consists of fault-tolerant blocks (FTBs), spare functional
blocks (SFBs), and synchronization units is presented. Markov-based
chains have been used to model the correct operation of the proposed
hardware system that is targeted to be realized on (FPGAs) based
technology. This system was designed to be reliable against transient
faults (TF) at repair rate 0.05 repair/ns, permanent faults (PF) at repair
rate 0.001 repair/ns, and hardware common cause failures (CCF) at repair
rate 0.01064 repair/ns. Mathworks Simulink tool was used in modeling
the hardware components of the proposed system and verifying it’s
functional and safety requirements, Vivado design tool was used to
realize the hardware components of the proposed system. Furthermore,
the dependability and reliability analysis of the system was achieved by
using Markov-based chains and WinSure /WinStem programs. Moreover,
to make it easier to program from a programmability point of view, the
researcher used a Function Block Programming model similar to the
international standard “IEC 61131-3 Programmable Logic Controllers”.
Finally, a fault injecting of different transient, permanent, common cost
faults was performed at different levels of the design to verify the correct

operation of the internal components for the proposed digital system. The
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maximum reliability that the proposed DeDS can be achieved is
(0.9999999867) at a fault coverage (0.99999) and clock frequency (50)
MHZ for (8760) hour.
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