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Abstract

Biometric technologies have revolutionized personal identification and
security systems by leveraging unique physiological or behavioral traits.

Thus, these handwritten signatures are widely used for authentication.

Signature verification is one kind of behavioral biometric that
recognizes a person by their handwriting. There are two distinct modes of
operation: static and dynamic. Users write their signatures in the static
mode on paper, which is subsequently scanned digitally with an optical
scanner or a camera to produce a bitmap representation of the signature.
The signature's shape is then examined by the biometric system to confirm
its identity. Also referred to as "off-line" is this group. On the other hand,
dynamic signatures—also referred to as "online" signatures—are captured
in real time by a digitizing tablet where users write their signatures.
Accordingly, signature verification can be used for various purposes,
including document authentication, access control, and financial
transactions. It is commonly used in banks and other financial institutions

to verify the identity of customers signing checks.

The main aim in this research is to design and implement a system for
identifying a signature based on Software Engineering (SE) process, such
as Verification and Validation (V&V) process, without using Machin
Learning (ML) or external software. Therefore, a hybrid result has been
created and implemented using Python and based on three algorithms, such
as Find Contour, the Oriented FAST and Rotated BRIEF (ORB) key point
matching technique with the Absolute Difference Algorithm for signature
verification. Moreover, it has generated and applied a dataset of 154
signatures manually including 2 genuine and 2 forged for test; so the results
validated that it has obtained a performance of the designed system that is
91% accuracy rate of the comparison among signatures. This system
underperforms previous researches by offering practical applicability and

closer to the real world.
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