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ABSTRACT

The Industrial Internet of Things (IloT) is a promising
technology that can increase the number of high-quality productions. I[IoT
technologies guarantee complete control of the processes remotely through
the Internet, which can reduce the number of workers in the field. As a
result, this can reduce the percentage of worker injuries and accidents in
addition to the total costs. I[loT systems are attractive targets to attackers.
For this reason, these systems require high levels of security since such
levels directly affect physical devices, which may be dangerous to human
life and safety.

This thesis aims to build an efficient, reliable Industrial-IoT
system for regions with slow, unreliable Internet connections to maintain
the minimum requirements for industrial processes and guarantee
production sustainability. Also, it establishes a remote monitoring and
control system practically using KEPServerEX.

The considerable increase in new industrial devices requires
new efficient communication protocols with innovative methods to deal
with the enormous real-time data transferred between the transmitter and
the receiver. For this reason, an innovative communication method will be
designed and implemented utilizing two well-known I1oT protocols: Open
Platform Communication-Unified Architecture (OPC UA) and Simple
Network Management Protocol (SNMP).

The innovative idea is to use two communication links between

the transmitter and the receiver. This method ensures the availability and



integrity of the data in the case of normal network load. In addition, the
system uses the two links to support each other by sending the same data
through them to maintain the minimum requirement for communication
between the transmitter and the receiver in the case of a heavy network
load. The proposed system has been accomplished practically by using two
different ISPs. Two real communication channels are established between
the client PC and the server PC through the Internet; therefore, the results
shown 1in this work are subject to real network effects like multi-layer,
delay, and packet loss phenomena.

The communication between client and server is accomplished
through the Internet using Fiber to the Home (FTTH) architecture with a
dedicated public IP address on the server side. At the same time, 3G mobile
data and FTTH have been used on the client side. OPC UA is used to
transfer automation data between the client and the server through the
Internet. A redundant Internet link is used in parallel with the other link to
provide more reliability, availability, and security to the system.

The results show that the maximum Round Trip Time (RTT)
between the client and the server is 190 ms. The designed system sends an
alarm to the client in case of detecting link communication failure, link
transmission delay, or malicious data injection into the system within a
time delay between 200 to 300 ms.

The results also show that the traffic required to transfer six analog
tags between the client and the receiver when using OPC UA 1s 748
Bytes/s, whereas 393 bytes/s when using SNMP. The designed system
with dual links improves the system availability from 99.174% to
99.9932% and the reliability from 36.778% to 99.187%.
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