alall i)y all adasilh 5 5 g

Jua gall daala
Slbudly g G gulad) 2 gle 4l
Cliaa ) ad

Caad) dan B

Fasia AL,
Juagall daala & cilualilly cigalad) agle dulS (ulaa )
P asls iiwale Salgd o clulkia (e g A
il )

J=8 (e
) il

p YoVt L VE¢Eo



galdi )

oY) e (el (givn i (e iR B Ba Augeal) Slalidl) s
Iala (e Lgall clulall alaana Qi cedlld ) dlayl Dadal Gyl 4lk
LS dusgll il )Aolad) Heapll des ol Bdina g pe Ll SN 1) aediisdl
dalll 3x lae (23 USB zails , (Tokens)cSsill si¢al,(Smart Cards)
ray) daar Jio dgnll @lubiall aladiu) ZGedl alg dodee Gewal L addill
O On - DA dusaall Aol Jafine 2)8 #Bde ol oyt s 2l duving dunjlly dnlly
G Lajal ) Geald) Guss S alaial gaaase dnjal culS cdogiall Ll
LD patl g ulas i
ABY) e degena o (ging bl 2 ke oli) 5 cAag kYY) oda b
oalis e P e Sl Ahadl ddlsde e @Il o O e L5
osdnl) - lde eli) @ cdinally uapall Cm @l bl & Ude dje Ao Lalaslly
oY) e A e jeuall (o desane 3B PR e Dl e o)lidls
andys Lehalill &) didda jsea o zGaall ol Lo & ,zalinl) b Lgalaainlg
Gy oAlle A8y Jiieally daspall dnid (DA Guell Gygea LR & (haalsl)
Glewdl ZlA%ul & g coiygeal) dallae 2y ooy JiS ) (Gasiall) Jagas
dgasall Clayaill SLll sy da))lsd (Ol pladinl f)sall 4aji dals
Al Gl Qigad dwylsdg (Histogram Oriented Gradient HOG)
2§ g ¢y ygeall AT (Scale Invariant Feature Transform SIFT) (ubiaall
Aflgdall Lenlie alatial ZUad) HLas) 8 & (g o) Glad) e 2 i)
Zlhadl I 136 (Gl e AESH ulie (ENT ladl IS aope lasl)
onleally o 0SBl M (Bilsdie 098 Ul Zldd) Gla ddlsdall sl & @l
, HOG 3l sl sie i) bl e Jgeand) aig cGlgde 058 Y 4ilé
(SIFT) 4k o Juadl ola¥) il col€ 3 ey V¢ pldd)l Jsh oS Laie

N TLAYe ol alead) Taesiall day YEA. ¢ (Sl IS mose dad OIS G



Ministry of Higher Education and
Scientific Research
University of Mosul
College of Computer Science and
Mathematics
Department of Software

Generating and Testing Encryption
Key Based on Iris

A Thesis Submitted to the Council of the College of
Computer Science and Mathematics
University of Mosul
as a Partial Fulfillment of Requirements
for the Degree of Master of Science
in Software

By
Alaa Amer Abdul Raheem Mohammad Ali

Supervised by
Assist. Prof. Shahd Abdulrhman Hasso Maree

2024 A.D. 1445 A.H.



Abstract

Biometrics have a unique advantage of providing a higher level
of security compared to traditional methods. In addition, the use of
biometrics reduces the need for users to remember complex passwords
or carry physical tokens (Smart Cards, Tokens, USB Security Keys),
which enhances user convenience. The key generation process involves
the use of biometrics such as fingerprint, face, iris, hand geometry, etc.
to create a unique key associated with an individual’s biometric
identity. Among biometrics, the iris has been the subject of great
interest due to the rich texture of the iris that provides strong criteria for
identifying individuals.

In this thesis, an encryption key containing a set of binary
digits was generated from two iris, and the randomness of the resulting
key was verified through several measures. To maintain the
confidentiality of the resulting encryption key between the sender and
the receiver, the encryption key was generated and tested from the iris
by downloading a set of high-resolution images from the Internet and
using them in the program. The key was also generated from real
images (captured by a camera). Two images of the eye were selected to
represent the sender and receiver iris with high accuracy, and the (iris)
was converted to a digital representation, and the two images were
processed, and then the features inside the iris of the two images were
extracted using two algorithms, Histogram Oriented Gradient (HOG)
algorithm and Scale Invariant Feature Transform (SIFT) algorithm for
both images, and the key was generated from the extracted features, and
then the key was tested using randomness measures (Chi-square test,
ENT test, Block measure, Gap measure). If the resulting key meets the
randomness criteria, then the resulting key is random, and if it does not
meet the criteria, then it 1s not random. The best results were obtained
when using the HOG algorithm, when the key length was 64 bits, as the
performance results were better than the (SIFT) method, as the Chi-
square value was equal to 248.00 and the arithmetic mean value was
equal to 103.875.



