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Abstract

The disclosure of cyber risks represents one of the fundamental
developments in contemporary accounting and auditing practices, as it has
become necessary for economic units, especially those with advanced
technological infrastructure, to show the extent of their exposure to these
risks, and to clarify the measures they take to prevent them, and their
potential effects on financial and operational performance.

These disclosures derive their importance from their ability to enable
users of financial statements, led by investors, auditors and regulators, to
assess the organization's ability to manage digital risks and adapt to
changing security challenges. This study aims to show the impact of cyber
risk disclosure on the work of the auditor in the Iraqi environment, while
presenting proposed measures to the Federal Financial Supervision Bureau
to enhance the effectiveness of auditing considering the escalation of cyber
threats.

The study was divided into two aspects: theoretical and practical, the
theoretical side dealt with the basic concepts associated with cyber risks,
and their disclosure, as well as the role of the auditor in this framework, in
addition to the conceptual framework for auditing in light of technological
threats, while the practical side was based on a questionnaire distributed to
a sample of auditors and financial experts, as the results showed a high
awareness among the sample of the importance of disclosure of cyber risks
and its impact on improving the quality of accounting information, and the
study also showed that there is a significant impact Statistical significance
between the level of disclosure of these risks and the effectiveness of the
auditor's tasks.

The study reached several conclusions, including that the disclosure
of cyber risks represents a preventive control tool that enhances the
efficiency and objectivity of the auditor, and that the National Audit Office
needs to develop its tools and procedures to keep pace with the
requirements of auditing in the digital environment.

The study concluded with a set of recommendations, most notably
the need to oblige economic units to comprehensively disclose cyber risks
in their reports, and to update audit manuals to keep pace with these
modern challenges.

Keywords: Cyber Risks, Cybersecurity, Account
Control.
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Abstract
The disclosure of cyber risks represents one of the fundamental
developments in contemporary accounting and auditing practices, as it has become
necessary for economic units, especially those with advanced technological
infrastructure, to show the extent of their exposure to these risks, and to clarify the
measures they take to prevent them, and their potential effects on financial and
operational performance.
These disclosures derive their importance from their ability to enable
users of financial statements, led by investors, auditors and regulators, to assess the
organization's ability to manage digital risks and adapt to changing security
challenges. This study aims to show the impact of cyber risk disclosure on the work
of the auditor in the Iraqi environment, while presenting proposed measures to the
Federal Financial Supervision Bureau to enhance the effectiveness of auditing
considering the escalation of cyber threats.
The study was divided into two aspects: theoretical and practical, the
theoretical side dealt with the basic concepts associated with cyber risks, and their
disclosure, as well as the role of the auditor in this framework, in addition to the
conceptual framework for auditing in light of technological threats, while the
practical side was based on a questionnaire distributed to a sample of auditors and
financial experts, as the results showed a high awareness among the sample of the
importance of disclosure of cyber risks and its impact on improving the quality of
accounting information, and the study also showed that there is a significant impact
Statistical significance between the level of disclosure of these risks and the
effectiveness of the auditor's tasks.
The study reached several conclusions, including that the disclosure of
cyber risks represents a preventive control tool that enhances the efficiency and
objectivity of the auditor, and that the National Audit Office needs to develop its
tools and procedures to keep pace with the requirements of auditing in the digital
environment.
The study concluded with a set of recommendations, most notably the
need to oblige economic units to comprehensively disclose cyber risks in their
reports, and to update audit manuals to keep pace with these modern challenges.
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