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ABSTRACT

The most challenging threat that could face any Internet of Things
environment is a cyber-attack, which may lead to severe damage to the
services security of the whole IoT system. Nevertheless, many
conventional security approaches are designed and implemented to
provide protection and security services and address these challenges in
the IoT environment. Each technology in the IoT environment has its
limitations, most notably lightweight specifications as IoT components
have limited computation power, the common weak point in IoT that
causes security threats comes from unauthorized devices that perform
various attacks on IoT systems.

Therefore, this thesis proposes a Lightweight Authentication
Model for the Internet of Things (LAM-IoT) employing IOTA Tangle
technology. This technology provides a highly secure authenticated
facility and is more scalable and lightweight for the IoT environment.

The design of the proposed framework went through three main
phases. The first phase includes selecting the most appropriate technology
by comparing the most well-known technologies which include IOTA
Tangle and blockchain. Two scenarios have been applied to evaluate the
performance of the IOTA Tangle technology (using Private and Public
Tangle) by measuring several metrics that reflect lightweight
requirements which include CPU usage, energy consumption, bandwidth
usage, and jitter. The results show a reduced need for PoOW mining and
the parallel processing capability of IOTA Tangle, which leads to lower
CPU usage compared to blockchain technology and in terms of energy
consumption.

Based on the findings of the first phase, a new, lightweight
authentication scheme for smartphones has been presented in the second
phase to validate the selection of IOTA Tangle. Moreover, digital assets
including cryptographic keys, device data, and seeds are stored in a
secure storage inside the IOTA Stronghold vault. IOTA Stronghold
provides the Ed25519 data signatures algorithm for authentication



purposes. The obtained results showed promising features of the IOTA
Tangle in the fulfillment of lightweight authentication requirements.

In the final phase, based on the findings of the first and second
phases, a LAM-IoT is proposed utilizing IOTA Tangle and identity,
which 1s a decentralized authentication technique. Employing a
Decentralized Identifier (DID). The proposed LAM-IoT is evaluated
using a practical implementation where Raspberry Pi with several
connected sensors interrelates with a fog node connected to Tangle.

The proposed model is explored and validated through security and
functionality and verified using the Syther tool. The finding shows the
efficiency of the LAM-IoT and lightweight security management
requirements are satisfied in the IoT environment and fulfill its
requirements in terms of scalability, communication, and storage
overhead compared with the existing studies, and can operate in a
constrained environment. It is obvious that the LAM-IoT was performed
better in terms of power consumption (213 mJoules) and it achieved the
shortest authentication time (7.8 ms).
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