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Abstract

With the increasing cyber threats and the continuous development of attacks on
networks and information systems, the development of intrusion detection systems
(IDS) using artificial intelligence techniques is vital. This study aims to develop an
intrusion detection system based on meta-learning, in order to enhance the efficiency
and accuracy of attack detection and reduce false alarm rates. This is achieved by
integrating machine learning, deep learning and meta-learning techniques. The
system consists of two stages, where a number of machine learning algorithms were
employed as base learners and the XGBoost maximum gradient boosting algorithm
as an over-learner in the first stage to predict the attack, and the second stage to
detect the type of attack using convolutional neural network (CNN), recurrent neural
network (RNN), and long short-term memory (LSTM) algorithms in the basic stage,
while the meta-learning technique using logistic regression (LR) was used as an
over-learner to predict and improve classification accuracy. The research
methodology 1s based on analyzing and processing the NSL-KDD and 1oTID20
datasets to test the performance of the proposed models. The study included basic
stages that included collecting and analyzing data by processing missing values and
deleting features that are less related to the target by calculating the correlation
coefficient and standard deviation to find and remove the less related features,
selecting the most influential features using the random forest algorithm, and
building models by developing machine learning and deep learning algorithms
followed by applying meta-learning to integrate model predictions and achieve
performance improvement. The parameters were also adjusted using grid search and
random search to improve detection accuracy, and performance was evaluated based
on accuracy measures, false alarm rate, F1 coefficient, and recall. Two main datasets
were adopted in the study, where the NSL-KDD dataset containing different types
of attacks was used to test the performance of binary and multi-class classification,
while the IoTID20 dataset specialized in detecting intrusions on Internet of Things
networks was used to test the performance of the models in smart environments. The
two datasets were divided into 70% training data and 30% testing data. The proposed
system was implemented using the Python language and, on the Google Colab,
platform using machine learning and deep learning libraries such as TensorFlow,
Keras, Scikit-learn, and XGBoost. The models were also run on a graphics
processing unit to improve training efficiency and speed up the processing process.
The results showed that the meta-learning models achieved superior performance
compared to traditional models, as the classification accuracy reached 99.03% after
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adjusting the hyperparameters compared to 98.09% when using deep learning
models only. Meta-learning also contributed to reducing the false alarm rate and
improving the system's response to new attacks, reflecting the effectiveness of the
system in dealing with various cyber threats. Based on these findings, the study
recommends the adoption of meta-learning techniques in future intrusion detection
systems, especially in IoT environments, to enhance classification accuracy and
reduce the impact of cyber-attacks. This research represents an important step
towards the development of intelligent intrusion detection systems, as it opens new
horizons for leveraging meta-learning and Al techniques to enhance the security of
digital systems in the face of escalating cyber threats.



