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 ŗص󏿿ʳƃا 
  ʙŸǽ ،تŕƈʨƆŸʺƅا řʺʤƊت وأŕȞॼʷƅى اƆŷ تŕʺʳƎƆƅ  ʛʺʱʶʺƅا ʜś Ȉʣ Ɠžايʙ اʙƎʱƅيʙات اʛʰʽʶƅاřॽƊ واʨʢʱƅر 

Ȉſʢʱƅا Ȇʷؗ řʺʤƊأ ʛȄʨʢś (IDS)   řŬراʙƅه اʚƍ فʙƎś .ŕًȄʨʽţ ًاʛƈأ ƓŷŕʻʢŰƛء اŕؗʚƅت اŕॽʻƂś امʙʵʱŬŕǼ

  ȈʽƆƂśت وŕʺʳƎƅا Ȇʷؗ řƁءة ودŕſؗ ʜȄʜŸʱƅ ʥƅوذ ،ƓƁʨſƅا ʦƆŸʱƅى اƆŷ ʙʺʱŸǽ Ȉſʢś Ȇʷؗ مŕʤƊ ʛȄʨʢś ىƅإ

  ʦƆŸʱƅوا ȘʽʺŸƅا ʦƆŸʱƅوا  Ɠƅا��  ʦƆŸʱƅا ŕॽʻƂśت   şƈل دƜŦ ʧƈ ʥƅذ ȘʽƂʴś ʦʱي .řǼذŕؔƅارات اʚƊت ا��ƛʙŸƈ

ƓƁʨſƅا  ،، ʧʽʱƆţʛƈ ʧƈ نʨؔś مŕʤʻƅا  ʅॽʣʨś ʦś ʘʽţ  ʧʽŬŕŬا ʧʽʺƆŸʱʺؗ Ɠƅƛا ʦƆŸʱƅت اŕॽƈارزʨŦ ʧƈ دʙŷ

  řॽƈارزʨŦىوʸƁرج ا��ʙʱƅا ʜȄʜŸś  XGBoost      řƆţʛʺƅم، واʨʳƎƅŕǼ ʕʰʻʱƆƅ ىƅوƛا řƆţʛʺƅا Ɠž ƓƁʨž ʦƆŸʱʺؗ

، واřȞॼʷƅ اřॽʰʸŸƅ  (CNN) اʨŦ řॽɿॽɾƜʱƅارزŕॽƈت اřȞॼʷƅ اřॽʰʸŸƅ  اʨƊ Ȇʷؔƅ řॽƊŕʲƅع اʨʳƎƅم ʙʵʱŬŕǼام  

Ɠž اřƆţʛʺƅ ا��ŕʺʻʽŗ ،řॽŬŕŬ اʗƈʙʵʱŬ  (LSTM) ، واʚƅاʛƄة اřƆȄʨʢƅ واʛʽʸƂƅة اȐʙʺƅ(RNN) اʛؔʱʺƅرة

ॽʻƂśř ƓƁʨſƅا ʦƆŸʱƅا اʙʵʱŬŕǼ م ƓʱʶŠʨƆƅار اʙʴƊƛا (LR)  ƄƓƁʨž ʦƆŸʱʺ  ء وʨʰʻʱƆƅʅॽʻʸʱƅا řƁد ʧʽʶʴś. 

ŷʨʺʳƈ řʳƅŕŸƈو ȈʽƆʴś ىƆŷ ʘʴॼƅا řॽʳƎʻƈ ʙʺʱŸśƓʱ  تŕƊŕॽŗ NSL-KDD و IoTID20  ر أداءŕॼʱŦƛ

  řʳƅŕŸƈ لƜŦ ʧƈ تŕƊŕॽʰƅا ȈʽƆʴśو ŶʺŠ ʗƆʺش řॽŬŕŬأ Ȉţاʛƈ řŬراʙƅا ʗʻʺʹś ʘʽţ ،řţʛʱƂʺƅذج اŕʺʻƅا

واʛʴƊƛاف اŕॽɻʺƅرȑ   وʚţف اʜʽʺƅات ا��ȈƁ ارʙƎƅŕǼ ŕًʡŕॼśف ŕʶţ ȘȄʛʡ ʧŷب ȈƈŕŸƈ اƛرȋŕॼś  اʦॽʁƅ اʨƂſʺƅدة

، ŕƎʱƅوازا ŕʡŕॼśار ȈƁات ا��ʜʽʺƅد اŕʳǽƛ ،řॽœاʨʷŸƅا řǼŕżƅا řॽƈارزʨŦ امʙʵʱŬŕǼ ًاʛʽŝōś ʛʲƄات ا��ʜʽʺƅر اŕॽʱŦوا

وŕʻȃء اŕʺʻƅذج ʨŦ ʛȄʨʢś ʛʰŷارزŕॽƈت ʦƆŸś آƓƅ وȘʽʰʢʱŗ řŷʨʰʱƈ Șʽʺŷ ʦƆŸś اʦƆŸʱƅ اʕʰʻś şƈʙƅ ƓƁʨſƅات  

ȌॼŲ ʦś ŕʺؗ ،ا��داء Ɠž ʧʽʶʴś ȘʽƂʴśذج وŕʺʻƅا    ƓœاʨʷŸƅا ʘʴॼƅوا ƓȞॼʷƅا ʘʴॼƅام اʙʵʱŬŕǼ تŕʺƆŸʺƅا

ȈƈŕŸƈو řǼذŕؔƅارات اʚƊل ا��ʙŸƈو řƁʙƅا ʝॽيŕƂƈ ىƆŷ دŕʺʱŷƛŕǼ ا��داء ʦॽʽƂśو ،Ȇʷؔƅا řƁد ʧʽʶʴʱƅ F1 

 .اŕŷʙʱŬƛءو 

اʦś NSL-KDD    Ɠʱƅ اŕʺʱŷد ŕƊŕॽŗ Ɠʱŷʨʺʳƈت أƓž ʧʽʱʽŬŕŬ اʙƅراʘʽţ ،řŬ اŕƊŕॽŗ řŷʨʺʳƈ ʗƈʙʵʱŬت 

Ɔŷ ȑʨʱʴśى أʨƊاع ʧƈ řſƆʱʵƈ اŕʺʳƎƅت ŕॼʱŦƛر أداء اʅॽʻʸʱƅ اƓœŕʻʲƅ وʙŸʱƈد اŕʯſƅت، ʦś ŕʺʻʽŗ اŕʺʱŷد  

اȆʷؗ Ɠž řʸʸʵʱʺƅ اƆŷ Ȉſʢʱƅى شŕȞॼت إʗƊʛʱƊ ا��شŕॽء ŕॼʱŦƛر أداء  ŕƊŕॽŗ řŷʨʺʳƈ IoTID20ت 

.řॽؗʚƅت اŕʯʽʰƅا Ɠž ذجŕʺʻƅا  řॼʶʻŗ ʖȄرʙś تŕƊŕॽŗ ىƅت اŕƊŕॽʰƅا Ɠʱŷʨʺʳƈ ʦॽʶƂś ʦśر  ٧٠وŕॼʱŦت اŕƊŕॽȃو ٪

  řॼʶʻŗ٣٠، ٪    ʚʽſʻś ʦś ʙƁن وʨʲيŕǼ řżƅ امʙʵʱŬŕǼ حʛʱƂʺƅم اŕʤʻƅى  و   اƆŷřʸʻƈ Google Colab   امʙʵʱŬŕǼ
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ƅا�� ʦƆŸś تŕॼʱȞƈ Ɠ  Ȉʲƈ ȘʽʺŸƅا ʦƆŸʱƅوا TensorFlow  و Keras و Scikit-learn  و XGBoost  ŕ̋ ؗ ،

řʳƅŕŸʺƅا řॽƆʺŷ ŶȄʛʶśو ʖȄرʙʱƅءة اŕſؗ ʧʽʶʴʱƅ تŕƈʨŬʛƅا řʳƅŕŸƈ ةʙţى وƆŷ ذجŕʺʻƅا Ȉʽżʷś ʦś. 

اşœŕʱʻƅ أن ŕʺƊذج   دřƁ أʛƎʣت   ʗżƆŗ  ʘʽţ ،řǽʙʽƆƂʱƅا ŕʺʻƅŕǼذج   řƊرŕƂƈ ŕًƁʨſʱƈ ًأداء  ʗƂƂţ ƓƁʨſƅا  ʦƆŸʱƅا

  ʅॽʻʸʱƅـ  99.03اŗ řƊرŕƂƈ řƂœŕſƅت اŕʺƆŸʺƅا ȌॼŲ ʙŸǼ ٪98.09  ȘʽʺŸƅا ʦƆŸʱƅذج اŕʺƊ امʙʵʱŬا ʙʻŷ ٪

 ʙʳƅت اŕʺʳƎƆƅ مŕʤʻƅا řǼŕʳʱŬا ʧʽʶʴśو řǼذŕؔƅارات اʚƊل ا��ʙŸƈ ȈʽƆƂś Ɠž ƓƁʨſƅا ʦƆŸʱƅا ʦƍŕŬ ŕʺ  ؗ،ȌƂž  ،ةʙي

  ƓŰʨś ،şœŕʱʻƅه اʚƍ ىƆŷ ًءŕʻŗ .řſƆʱʵʺƅا řॽƊاʛʰʽʶƅات اʙيʙƎʱƅا Ŷƈ ȈƈŕŸʱƅا Ɠž مŕʤʻƅا řॽƆŷŕž ʝȞŸǽ ŕʺƈ

Ȇʷ اȈſʢʱƅ اŕʯʽŗ Ɠž ŕʺॽŬ ƛ ،řॽƆʰƂʱʶʺƅت إʗƊʛʱƊ ا��شŕॽء،    ؗřʺʤƊأ Ɠž ƓƁʨſƅا ʦƆŸʱƅت اŕॽʻƂś Ɠʻʰʱŗ řŬراʙƅا

ʲʺǽ .řॽƊاʛʰʽʶƅت اŕʺʳƎƅا ʛʽŝōś ȈʽƆƂśو ʅॽʻʸʱƅا řƁد ʜȄʜŸʱƅ  řʺʤƊأ ʛȄʨʢś ʨʴƊ řʺƎƈ ةʨʢŦ ʘʴॼƅا اʚƍ Ȉ

  Ɠž ƓŷŕʻʢŰƛء اŕؗʚƅوا ƓƁʨſƅا ʦƆŸʱƅت اŕॽʻƂś ʧƈ دةŕſʱŬƜƅ ةʙيʙŠ ŕًƁŕžآ Ţʱſǽ ʘʽţ ،řॽؗʚƅا Ȉſʢʱƅا ȆʷƄ

řॽƊاʛʰʽʶƅات اʙيʙƎʱƅا ʙŷŕʸś Ȉʣ Ɠž řॽʺƁʛƅا řʺʤƊا�� ʧƈأ ʜȄʜŸś. 
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Abstract
With the increasing cyber threats and the continuous development of attacks on 
networks and information systems, the development of intrusion detection systems 
(IDS) using artificial intelligence techniques is vital. This study aims to develop an 
intrusion detection system based on meta-learning, in order to enhance the efficiency 
and accuracy of attack detection and reduce false alarm rates. This is achieved by 
integrating machine learning, deep learning and meta-learning techniques. The 
system consists of two stages, where a number of machine learning algorithms were 
employed as base learners and the XGBoost maximum gradient boosting algorithm 
as an over-learner in the first stage to predict the attack, and the second stage to 
detect the type of attack using convolutional neural network (CNN), recurrent neural 
network (RNN), and long short-term memory (LSTM) algorithms in the basic stage, 
while the meta-learning technique using logistic regression (LR) was used as an 
over-learner to predict and improve classification accuracy. The research 
methodology is based on analyzing and processing the NSL-KDD and IoTID20 
datasets to test the performance of the proposed models. The study included basic 
stages that included collecting and analyzing data by processing missing values and 
deleting features that are less related to the target by calculating the correlation 
coefficient and standard deviation to find and remove the less related features, 
selecting the most influential features using the random forest algorithm, and 
building models by developing machine learning and deep learning algorithms 
followed by applying meta-learning to integrate model predictions and achieve 
performance improvement. The parameters were also adjusted using grid search and 
random search to improve detection accuracy, and performance was evaluated based 
on accuracy measures, false alarm rate, F1 coefficient, and recall. Two main datasets 
were adopted in the study, where the NSL-KDD dataset containing different types 
of attacks was used to test the performance of binary and multi-class classification, 
while the IoTID20 dataset specialized in detecting intrusions on Internet of Things 
networks was used to test the performance of the models in smart environments. The 
two datasets were divided into 70% training data and 30% testing data. The proposed 
system was implemented using the Python language and, on the Google Colab, 
platform using machine learning and deep learning libraries such as TensorFlow, 
Keras, Scikit-learn, and XGBoost. The models were also run on a graphics 
processing unit to improve training efficiency and speed up the processing process. 
The results showed that the meta-learning models achieved superior performance 
compared to traditional models, as the classification accuracy reached 99.03% after 
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adjusting the hyperparameters compared to 98.09% when using deep learning 
models only. Meta-learning also contributed to reducing the false alarm rate and 
improving the system's response to new attacks, reflecting the effectiveness of the 
system in dealing with various cyber threats. Based on these findings, the study 
recommends the adoption of meta-learning techniques in future intrusion detection 
systems, especially in IoT environments, to enhance classification accuracy and 
reduce the impact of cyber-attacks. This research represents an important step 
towards the development of intelligent intrusion detection systems, as it opens new 
horizons for leveraging meta-learning and AI techniques to enhance the security of 
digital systems in the face of escalating cyber threats.


