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Abstract

With regard to the spread of cybercrime in general, and the
crimes that affect the website in particular, as a global criminal
phenomenon, it was necessary for states to make efforts to find
,effective solutions, and to take preventive and deterrent measures
in order to stop the spread of technical disasters that threaten the
security, safety and stability of countries Especially the security of
websites, which are the focus of the information security of
countries, as they have become part of the lives of individuals and
public institutions in societies, especially after the development of
this type of crime, and since the duty of the state upon it is to work
to provide criminal protection for the security and interests of its
citizens.

In this regard, we see the tendency of some countries, especially
the developed ones, to enact special criminal legislation in order to
confront the new criminal phenomena that affect the website and
threaten the interests of individuals and institutions that use the
website in their work, and that the ease of committing these crimes
has helped increase their occurrence. The criminal Hanaa can
penetrate the website while he is at home, without effort, and he
,tamperes with the information on the site, stealing it, destroying it
or forging it, so providing criminal protection is a necessary and
indispensable matter, it is unreasonable for these attacks to .remain
without incrimination, or Deterrent penalty

For criminal protection here we mean a set of legal rules, in both
its substantive and procedural parts, that are concerned with
protecting the security of websites from various forms of attacks that
affect them, in addition to providing smooth and appropriate legal
procedures for the nature of these crimes in terms of verification
and proof. Its type and scope of work and linked to the global
network of Internet communications.




And that the scope of the criminal protection of the site in its
substantive aspect, i.e. in criminalization and punishment, indicates
the provisions and forms of crimes that affect the security and
integrity of these sites in terms of the extent of criminalization and
punishment, as the legislation under study dealt with regulating the
provisions of criminalization and punishment of any form of crimes
such as unauthorized entry, i.e. penetration, fraud and destruction
of sites The same or the destruction of their contents, as well as
the general provisions in these crimes in terms of the interest
subject to protection from criminalization and punishment and the
provisions for criminal participation in the commission of these
crimes as well as the initiation of them. These issues have special
provisions in some private legislation in addition to general
.provisions.

As for the field of procedural criminal protection, we have touched
upon the lawyers concerned in the criminal investigation and proof
of this type of crime, starting with defining the judicial jurisdiction in
.it, especially as it is characterized as transnational crimes, i.e

international, as well as the investigation and proof procedures of
inspection, experience and testimony and the extent of their
importance or effectiveness in such crimes as they are considered
New crimes, if it is true, and they may need a special type of legal
procedures in this field that is appropriate to their nature, in addition
to the fact that the evidence in them differs from the evidence in
.ordinary crimes because they are electronic crimes.
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