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Abstract

A biometric-based security system provides automatic user
authentication by using some physiological or behavioral features
(biometrics) possessed by that user. These systems are more secure than
traditional authentication methods such as: the password, Personal
Identification Number (PIN), or physical key etc. Among all other
biometrics, human retina is unique, universal, stable, as well as unforgeable
since it lies on the back of the eyeball. Hence, it provides a very secure and

reliable source of user discrimination to build a high-level security system.

In this research work, human retina scan is used as a means of
authentication and the retina as the biometric trait. The proposed system
operates in identification mode and has been implemented using Matlab
program. It comprises four main steps, pre-processing, image enhancement,
feature extraction, and then feature matching and classification. Pre-
processing and image enhancement stages involve several steps to highlight
interesting features in the retinal images. Feature extraction stage is
accomplished by using a bank of Gabor filter with a number of orientations
and scales. As biometric traits have a large number of features, Generalized
Discriminant Analysis (GDA) technique has been used to reduce the size of
the feature vectors and enhance the performance of the proposed algorithm.
Finally, classification is accomplished by using K-Nearest Neighbor (K-NN)

algorithm.

The main contribution in this research work is using GDA technique
to address the ‘curse of dimensionality’ problem. GDA is a novel method

used in the area of retina recognition. Experimental results of the proposed



system, using GDA technique, show considerable improvement in time
complexity and classification accuracy compared to those of the Principle
Component Analysis (PCA) and Linear Discriminant Analysis (LDA)
techniques. Another contribution is solving all the problems that may face a
retina-based authentication system in a single design. As a result a robust
real time authentication system is built with an accuracy rate of 100% and

execution time of less than or equal to 1.2 seconds.
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